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AboutOneNet

OneNetwill provide a seamless integration of all the actors in the electriuityvork across Europe to create
the conditions for a synergistic operation thaptimizes the overall energy system while creating an open and
fair marketstructure.

The projet OneNeto hy S bSGg2N] F2NJ 9dzZNRP LSO Aa Fdzy RSR KNP dzaK

I 2NRAT 2y H A H N @DIOICoTsdmertiLargeal& demdnstrétibns of innovative grid services through

demand response, storage and srradhle (RES) generation YR NB & LRy Ra (2 -carws O £ £ 6
Ot AYIGS NBXaAtASYy(d FdzidzNB o6[/ 0¢

While the electrical grid is moving from being a fully centralized to a highly decentralized system, grid operators

have to adapt to this changing environment and adjustittleeirrent business model to accommodate faster

reactions and adaptive flexibility. This is an unprecedented challenge requiring an unprecedented solution. For

this reason, the two major associations of grid operators in Europe, ENTE8M@ EDSO, have aetied their

members to put together a unique consortium.

OneNetwill see the participation of a consortium of over 70 partners. Key partners in the consortium include
already mentioned ENTSP®and EDSO, EleriigiRedes RWTH Aachen University, UniversityComillas, VITO,
European Dynamic&JBITECHEne@my 9y 3AYSSNAyYy3I> FyR (KS 9! LQa Cft2NByOS

The key elements of the project are:

1. Definition of a common market design for Europe: this means standardized products and key
parametes for grid services which aim at the coordination of all actors, from grid operators to
customers;

2. Definition of a Common IT Architecture and Common IT Interfaces: this means not trying to create a
single IT platform for all the productsut insteadenabling an open architecture of interactions among
several platforms so thaveryonecan join any market across Europe; and

3. Largescale demonstrators to implement and showcase the scalable solutions developed throughout
the project. These demonstrators aoeganized in four clusters coming to include countries in every
region of Europe and testing innovative use cases never validated before.
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Executive Summary

The rapid transitioroccurringin the power systemslomain, due to the high penetration rate of Renewable
Energy Resourceghanges dramatically the operatioand control practicesof the network operators
regardless the voltage levelobe robust in stohasticity introduced by renewables, the power system has to
be flexiblemitigatingthe problemsoccurred byleveraging the capabilities of both generation and demand side
to adapt their production and consumption, respectively. addition to that, theaccelerated development in
Information and Communication Technolo@CT) provides a fertile ground for advanced supervision and
control approaches from the operators, and for new conswtemtric business models in the energy domain.
Building upon on thevork conducted in previous H2020 projects, tbmeNetproject aims to create one
network of Europe, by proposing new markets, produetsd services and by creating a uniguéormation
Technology (ITarchitecture. Whilst a single platform for Europeannot be consideredOneNetproposes
innovative mechanisms of system of platforms, which are the key technical enablers for the proposed vision.
This deliverablsets the cornerstone for the definitioof the IT for the OneNet by providinghe requiremerts,

functional andnon-functional, along with the initiglechnical specifications.

To accomplish the abowmentioned ambitions, this deliverable initialgxploresthe regulatory and ICT
requirements for scaling up coordination models amongstdyxstemoperatars with a view to provide services.
Specifically, the regulatory framework existing at a {famopean level, along with the main regulatory
requirements that should be addressedaatational level, about unlocking and coordination of the potendial
distributed flexibility, cosefficient integration of distributed flexibility, incentives for participation of flexibility
provides and transparent anihteroperabledata exchange platformsare thoroughly presented.o ensure the
data exchange inteqerability amongst the stakeholders, it is crucial to set up platforms for the secure,
encrypted, comprehensive and accessible exchange of information involving the stakeholders of the energy
domain. Different architectureBom previous H2020 projects arnitiatives in Eropean Uniorare presented,
focusing on the aspects of security, reliability, transparency and connectiigrwards, this deliverable
investigates the requirements for coordination amongst the operators from a consaerdric approab.
Finally, gamechanging technologie$or the power sector, such as Distributed Ledger Technologies and

Blockchain, and the data governarfodlowing International Data Space Agenagproach are presented.

Using as a basthe workmentioned abovea collective approachvas followedfor the proper definition of
0KS 5S8SY2yaidNI i2NRBRQ { @& a bhédnéen'thagarinérd engaged io h&ovizntafwprk & 0
package (WP2-WF5) and thedemonstrationones (WP7-WPL0). Through a series oforkshops, each cluster
and its demonstrators defined the Demo SUIBdotal 42 have been identified and reported in this deliverable.
Thereafter, a screening processmsconducted to investigate the data exchangesd used services between
actors/platforms for each demonstrator and theOneNet system, and thusextracting the envisioned

Copyright 202 OneNet Pagell

¢CKAA LINRP2SOG KIa NBOSAPSR FTdzyRAYy3I FTNRY (KS 9d:
research and innovation programme under grant agreement No 957739




N1
I Nk

functionalitiesanticipated bythe former. Using that as an input along witBUCs identified in other H2020
projects, three GeneralOneNet System Use Cases (General SWese conceptually formulatedfor the
implementation of the OneNet Framewarl decentralized system that allows the secure and scalable-cross
platform cooperation and integration, leveraging on the more used and promising standard interfaces and

interoperablity mechanisms like IDS components and FIWARE context broker

Building on the definition of the Demo and General SUCs, the conceptual description of the
OneNetSystemand its envisioned functionalitieare introduced The OneNet Frameworkacilitates the
platforms integration and cooperation offering a secure, scalable and well documented solution to enable the
participation not only of the platforms, but also to create a complete ecosystem in which energy stakeholders
can participate. Thekey feature of the OneNet Framework is to make available a data interoperability
mechanism to all platforms to support data exchange for facilitating market and network operations and the
cooperation between network operators, like TSOs and DSOs as wie# as/olvement of other players like

prosumers and aggregator€oncisely, OneNet framework will focus on:

x  the adoption of open standards and interfaces to allow the seamless participation of various users,

x  data privacy control and data access accordmgegulations for each stakeholder,

x  definition of standard models and protocols for data exchange,

x  the provision of data management features like data harmonization, data quality assessment, semantic
annotation,

x  dataflow monitoring and logging,

x ldentification, Authentication and Authorization mechanisms for ensuring secure and trusted data

exchange and platforms integration.

Finally the Functionaland Non-Functional requirementsf the OneNetsystem are derivedwvhich lay the
foundationfor the indepthdefinition of theOneNetarchitecture and its componentSpecifically, 33 Functional

requirements and 25 Nefunctionalkrequirements for OneNet arextracted
In conclusion, this deliverable contributesgixpillarsof the OneNetproject

x  Presentation ofthe necessary regulatory and IT requirements for scaling up coordination models
amongst thesystem operatorshoth of transmission and distribution ongsith a view to provide near
real services

x Introduction of necessary additional req@ments for enabling the largscale integration of the
consumer perspective within the crostakeholder coordination, and reference to the gawfeanging
technologiego build on

x  Extensiveeport of the System Use Cases developed by@meNef) Bemonstraors (utilizing the IEC
625592 templatg, and how they envision their connection to tiéneNetsystem
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x  Definitionof the GeneralOneNetSystem Use Cases
x  Initial Conceptualization ddneNetsystem and
x  Definition ofFunctional and NofFunctional Requiremes based on thebovementioned elements,

for the development of the OneNetsystem.
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1 Introduction

This section provides an overview of the objectifesthe work packag® (WP5)hat Deliverable5.1 belongs

to, along with a detail analysis of the main outcomes that are expected from this deliverable. Finaider to

N1
I Nk

facilitate the readeran overviewof the contentfor each chapters provided.

1.1 WPS5 objectives

WP5 inOneNetis entitled asd h LIS Hrchitecture foOneNetE @ ¢ KS Y| Ay 523038 heibassS 2 F
for the OneNetarchitecture establishment and thienplementation of the IT foOneNet which is part othe

work to be conducted in the context ¥/P6 Specifically, the main objects of WP5 are twofolFigurel.1):

x To design an open conceptual architecture for effective yet seamless operation of a smarter pan
European electricity system where market and network technical operations@melinated closer to
reaktime amongst them and across countries and,

x To provide requirements, functional and technical specifications, along with interoperable and
standardizable interfaces for an open scalable decentralized interconnection platforrmdiegy
agnostic, adaptable and flexible IT architecture, which fully support®theNetconcept, and provides

the necessary backbone for the WP6 subsequent implementation ofQtheNetdata sovereignty

preserving working space.

WLPEVE me—

Analysis of similar activities
OneNet products and services
OneNet Business Use Cases

IT Pillar

Design &
Specifications

Open OneNet Architecture

Implementation

WP 7,8,9,10

Demonstrators

Figurel.l: Interactions of WP5 with the re@meNetWPs.
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1.2 Description of Bsk5.1

Within WP5, Task 5(I'5.1)strives toelicit the necessary regulatory, technological and IT requirements
for scaling up coordination modedsnongstTSOs and DSOs, actually validated in previous H2020 projects,
with a view to provide near redime scalable coordination among market and network operation.
Moreover, the aim of T5.1s toestablish the necessary additional requirements for enablingalgelscale
integration of the consumer perspective within the crestakeholder coordination, while leveraging on
continuous alignment with ongoing projects H202@d building upon game changing technologies, such
as loT(Internet of Things) DLT(Distributed Ledger Technology@nd blockchain and innovative market
models, such as PZPeerto-Peerltrading.[ p ®m | RRA (i A 2 ¥ddress SpécBiS€ylirengebts fara ( 2
enabling crosgountry coordinated market and network operation, with a viewdtesign a smarter muki

stakeholder multicountry panrEuropean electricity system.

Requirementsemerging from theWP2,and especially from the Business Use Cases (Blé@sgd
directlyfrom the engaged stakeholdefsy (1 KS RS Y 2 ghalysétlanid fyiydirzorder lorm
the System We Cases(SUCs)and technical requirements’hose stepgead to the conceptual description
of the OneNetsystemand its envisioned functionalities, whereas initial try torecognise the relevant
assets (platforms, pprietary systems, etc.) that need to be integrated. All ersgr requirements related
to the multi- country dimension of the demonstration projects well the ones related to the sophisticated
data governance tier for the information sharing betweensédlkeholdersare"translated" into functional
requirements(FUR) whereas the nodunctional requirementgNFRRaboutdifferent qualityaspecs of the
of the OneNetplatform areidentified, analysedand reported Figurel.2 illustrates the wayhat other tasks
in WP5 and WP4re expected taitilize the outcome of T5,4n order to continuethe in-depth definition
of the OneNetarchitecture andts components, as long as the definition of the integrated system operation

for OneNet
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Figurel.2: Utilization of T5.1 outcome from oth@neNettasks.

1.3 Report Outline

As mentioned abow, this deliverable mainly focuses on the definition ORFand NFR for thl@neNetsystem.
First, chapter 2 introduces the regulatory and ICT requirements for coordination amongst the System Operators
(SOs), with a special focus on réale services. I similar way, the subsequent chapter 3, introduces the
requirements for crosstakeholder coordination, especially for the endstomer, also providing the game

changing technologies emerging in the new era of power systems.

Afterwards in chapter 4,8 YS(iK2R2f 238 F2tf26SR F2NJ 6KS RSNADI (A2
Use Cases (Demo SUCs) and the GeramaNetSystem Use Cases (GenetaleNetSUCs) is thoroughly
presented. A brief description of Demo SUGmd an extensive description of tiigeneralOneNetSUCSs is
provided. Building upon on the previous chapters, chapter 6 introduces albigh architecture of th@OneNet
system and presents an inclusive list of thiéRFand NFR of th@neNet Finally, chapter 6 presents the main
insights ofthis deliverable, in order to be used as an input for the rest tasks oDtieNet The structure of this

deliverable is illustrated irFigurel.3.

1 Please consult Appendix C for an extensive description.
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2 Regulatory and ICT requirements for coordinatamnongst

TSOs and DSOs

This section includes theecessaryegulatory and ICT requiremenfiar scaling up coordination models amongst
the SOsi.e., TSOs and DSOs., with a view to provide-rezdiservices. The experience gained in previous H2020

projects is used as a reference to build upon.

2.1 Regulatory requirements

Under the general context of the energy system decarbonization, it is expected a continuous decrease of
conventional fossifuel generation, traditional active and reactive power flah providers, and a continuous
increment of distributed energy resources (DER) including distributed generation (DG) based on renewable
energy sources (RES) characterized by its variability and, to a large extent, tsingadispatchable. As a
conseqence, TSOs are facing a hartieibalance power system, with a decreasing amount of traditional
flexibility sources, so new flexibility sources must be found at the distribution level. In parallel, DSO are
experiencing an increase in the complexity of tperation of their grids, the responsibility of accommodating
more generation resources at the distribution level, more frequent and variable grid constraints to be solved,
inverted power flows and the possibility of injecting energy from the distributbathe transmission grid. Finally,
traditional customers are empowering and becoming more active participants, and ICT developments are

contributing to improve the observability and controllability of grids and DER at different voltages levels.

The EU rgulatory context sets rules and guidelines on these topics, and can be summarized as follows:

1 Regulation 2017/148%SOGL, guideline on transmission system operdfipris first approach to
the use of flexibility from distribution networks for the operation of the transmission system. It
LINEPGARSAE aNXz Sa FyR NBaLRyairAoAtAdGASa TFT2N GKS (
between TSOs and DSOs, and between TSOs @s BBd SGUs (significant grid users), in
operational planning and incloseto régalA YS 2 LISNI A2y é d Ly LI NI A Odzf I NJ
the guidelines for the prequalification and delivery of active power reserves by units or groups
connected to tle distribution system, which include service delivery information, timelines and
coordination with reserve connecting DSOs and other possible intermediary DSOs.

91 Directive 2019/944(common rules for the internal mark¢2]) promotes the active particigaon
of consumers in the energgnarket andrecognizes the role of aggregators as intermediaries
between customers and the wholesale market (article 17), which should be allowed (with

balancing responsibilities) to participate in a rdiscriminatory way irthe market. Regarding
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balancing responsibilities, distributed flexibility providers (such as customers or aggregators) could
be required by regulation to pay financial compensation to other maB&Ps
(BalanceResponsibléarties)in case their flexibily activation directly affect their balances. It also
establishes (article 32) that DSBave the responsibility of integrating new generation dodds,

thus should be allowed and incentivized by regulation to integrate distributed flexibility based on
market procedures, to efficiently operate their grids and to avoid costly network expansions. In
this sense they should be responsible of specifying the flexibility services to be procured. Special
emphasis is also put on the need of network expansion péants of informing them to system
users. Finally, TSDSO (article 57) should cooperate by exchanging all relevant information and
data relevant to the grid operation and planning, and to achieve a coordinated access to the
distributed flexibility.

1 Regulaton 2017/2195 (EGBL network codg3]) refers to the cooperation that TSOs should
establish with DSOs (article 15), so that the distributed flexibility can provide balancing services, all
the information needed for settlement is properly provided by D80s to the TSO, and TS80
coordinated methodologies for costs sharing are elaborated when flexibility limitations are set by
the corresponding DSOdn addition, aggregation of resources should be allowed to provide
balancing servicesubject to the reguirements defined to become a balancing service

provider(article 18.4.b).

Several relevant tasks are then left to national regulations to implement or concretize the rules and
guidelines established in the EU regulation, defining potential existing barriers and regulatory requirements that
should be addressed for an effectivelocking of the distributed flexibility and an efficient and coordinated-TSO
DSO distributed flexibility usage. Several references su¢i]ag6], address the existing EU regulation and
challenges in similar context, as well as the challenges of itespgsition to national regulation
frameworks.There are alsstrong coordination efforts among TSO and DSO at EU level, as can be checked in
[7], or in a the very recer[B], that also highlight important regulatory requirements from the point of vigfw

the system operators

These are some of the main regulatory requirements that should be addressed at national levels:

1 There are still EU countries where the participation of distributed flexibility in TSO ancillary services
is not yet regulated, and thus, not allowed in practice. For example, balancing market are very
often not yet open to demandgide bidding, or rules @hrequirements are not adapted to their
technical characteristics making their participation unfeasjbleln addition,in [9] new potential

services may be considered as a consequence of the decarbonization process.

Copyright 202 OneNet Pagel9
¢CKAA LINRP2SOG KIa NBOSAPSR FTdzyRAYy3I FTNRY (KS 9d:
research and innovation programme under grant agreement No 957739




N1
I Nk

1 There are still almost no rules place in EU countries to allow DSOs to activate flexibility services
at the distribution level. This lack of regulation entails that in practice, in many countries DSO are
not yet allow to acquire flexibility serviceRegulations clarifying the role &fSOs and allowing
them to use local flexibility would increase distributed flexibility from which DSO would also benefit
[4], [5]. See alsd9] for a characterization of potential DSO services that could profit from
distributed flexibility.

1 Both prevous bullets are in close relationship to the need of regulating @dedrlydefining the
roles of TSOs and DSOs. Indeed, in addition to extending DSOs responsibilities to the procurement
and activation of flexibility[8], [10] state that these roles definition should clarify and facilitate
data collection and management, and the possible access for the different stakeholders involved.
In addition, regulators should ensure that TSO and BS¥@nedoles guarantee they act with
neutrality and transparency, independently of the T8O coordination model chosgh0],
supported by data exchanges platforms of historical and real time data, communication protocols
for interoperability, and clearly defined responsibilities. Althbugot consensual, some also
defend (for examplg¢ll] or DSOsn [8]) that the EU regulation should include a consensual
harmonized role model (possibly basedtbe ENTS& harmonized role modeblX EFETENTSO
E[12] extended or in combination wlt other roles models such as BysFlexl13] or USEF14]
roles model) to set a common language among all EU involved entities.

1 Linked to the previous topic is also the observability of the network, in particular for lower voltages
levels, whichshall continue to improve with smart metering deployment to allow grid state
estimation algorithms. Again, access historical and near redlme smart metering data is
essential for observability and settlement purposes, but also for business modetedreta
flexibility provision without having to resort tannecessarymetering equipment duplication.
Equipment interoperability must also be enforced to allow different stakeholders the easy access
to the data needed. Roadmdp] also suggestregulatingsub-metering to improve observability
and settlement processes.

1 In addition to allowing the participation of distributed flexibility in flexibility markets, and to
guarantee an efficient flexibility usage, incentives to TSOs and DSOs to use thigyflskinilid be
developed. Currently, in many cases ORBperational Expendituré}penalized while
CAPEXCapital Expenditura} just accepted after being audited, so the procurement of flexibility
is se@ as a cost without any economic benefit. Incenivghould therefore béhe TOTEXTotal
Expenditureland outputsrelated such as losses reduction, quality of service improvement,-long
term investmentplanselaboration, or innovation actiori], [15]. Cost recovering mechanisms for

dataexchanges and coordination platforms should also be devel{®led
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1 Regulation should incentivize the developmentnoéchanisms to coordinate the use of the
distributed flexibility so that it can provide flexibility services to TSOs and DSOs. Althougit-mar
based should be preferred, other mechanisnssich asrule-based, tariffbased, connection
agreements, etg.could complement them, although the lifdetween the different mechanisms
should be clearand no conflicting setips should benstalled[11]. Coordination should also be
incentivized during network planniri], [11]

1 Transparency and efficiency in the grid connectibargecomputation, use of shallow rather than
deep connection charges, or flexible network access shoulddmsidered to facilitate DER
investmentsby end-users and its grid integration by properly assessing the value of flexibility
provision business modej§].

1 Baselinemethodsshould be further investigated and regulated, since it is not yet clear how the
flexibility provided by DER resources that do not have individual schedule commitments would be
verified for verification and settlement purpos@s]. Roadmag8] also sugeststhe convenience
of reaching EU agreements on best practices of baseline methodologies.

1 The figure of independent aggregator means that the activation of distributed flexibility may
directly impact otherstakeholderswith own or delegatedbalance responsibilitiesuch as
suppliers. Although the EU regulation suggektd financial compensations could be defined for
this matter, it remains a challenge how all invohstdkeholderswill interact and which
agreements or compensations will wiill not be required, without creating barriers to flexibility
aggregation[16]. Indeed, aggregation is still incipient and aggregation raé&enot yet clearly
defined[4].

9 Liquidity can benefit from increasing the flexibility value allowing value stagkifigo provide
multiple flexibility services, with the same portfolio, to one or multiple flexibility users. However,
coordination mechanism must also be put in placeatmid double our counteactivations, and
double payments of flexibility activations must be analysed. In addition, procedures should be
defined to share the costs of the flexibility activation among those profiting from the flexilaiity

[18].

Asa final summary, regulation should therefore support:
1 Mechanisms to unlock the potential of the distributed flexibility to help DSOs plan and operate
their grids, in coordination with TSO in case the activation of distributed flexibility can impact the
TSO grid operation.
1 Mechanisms to coordinate the use of the distributed flexibility so that it can also provide flexibility
services to the SOs, avoiding uncontrolled cross impacts, efficiently managindSKEO
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competition for the same resources, coordiivej settlements, and guaranteeing the secure
operation of the DSO grids.

1 Incentives foIDSO and TSO to use this flexibility with a &fBtient integration of distributed
flexibility into their operation and planning process.

1 Incentives tahe partidpation of potential distributed flexibility providers to increase the amount
of the distributed flexibility available.

I Transparent and interoperable data exchange platforms for historical and real time agcess

improveobservabilityand allowreal time monitoring and controlerification and settlement.

2.2 ICT requirements

ENTSEE provides a forum for cooperation between European TSOs, involving stakeholders and the EU
institutions, in order to create a cleaner, mocosteffective and safer electricity system for Europeans. To
ensure this, it is necessary to set up a platform for the secure, encrypted, comprehensive and accessible
exchange of information involving European TSOwere are a few existing dedicatpthtforms for exchanging
energy data. Some of these platforms serve as input to projects and others as part of projects. In addition, there
are data platforms that are supplier products for data exchange, not specifically to energy data. The boundary
between data platforms and market / trading platforms is not always very clear for the industry stakeholders.
In addition, a distinction must be made between platforms and other devices / systems. In the next chapter, the
focus will be on the ECCo @Rtform sncethis is one of the most project references at time of writing. However,

it is important to note that there are a couple of other platformm®.g, IEGSA, Estfeed, CoordiNetised for

similar purpose.

ENTSEE provided a simple communication platfortimat allows secure, encrypted, comprehensive and
accessible information exchange and can also be used between TSOs and DSOs. This platform is designed to be
easy to use. It handles direct communication at multiple communication levels using differentgisotdt
currently contains two main functional blocks. One is the Energy Communication Platform (ECP), which operates
in the communication layer. The other main block is the Energy &atadang€EDX), which is responsible for
the service layer.

The ECP latform, as depicted inFigure2.1, is implemented according to the MADES standaadd is
responsible for:

1 Security: the content of the messages @sly available to the recipients and the channel is
encrypted, and all users can be authenticated at any time.

1 Reliability: all messages are delivered correctly and immediately, with validation, if they work
properly.
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1 Transparencytraceability of sentnessages is guaranteed.
1 Connectivity to different external platforms allows you to connect, send and receive

messages using different technologies.
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Figure2.1: Grouping and use of electricity systdata[19].

2.2.1 Architecture and communication

The ECP architecture is illustratedFigure2.2. It consists of three main components:
1 The endpoint provides a connection between users and applications to the messaging
platform. The endpoint is also a messaging user interface and API for integrating the ECP platform
and business applications
T ¢KS a9t SYSyid [ A0oNI NE é&dsan&ddd §réliadleanchor fQ $i¢ MARES £ A
network, which manages information about all components
T ¢KS ONRB1SNI O2YLRYSyil LINRJAR

point of all endpoints.

G9YRLRAY(Hl aSa
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Figure2.2: ECP architectuf0].

Information about linked endpoints and brokers can be shared from one Component library's unique ECP
network with other Component libraries so that endpoints from different central libraries carcalmmunicate
with each other. The ECP network consists of several components, with the Component directory in the middle,
so the system remains operational even if the Component directory is not available. ECP has a distributed
architecture and no real cgral component. The EDX network is based on two modules: one instance of the
ServiceCatalogie and several instances of the Toolbar, as illustratefigure2.3.
Each module is responsible for providing different things:
i The Service ProvideCatalogis responsible for securing and managing the network
configuration and is not involved in messaging.
I The Toolbar Toolbox on the other hand, is a messaging interface for business applications

that implements message delivery.
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Figure2.3: EDX architecturg9].
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2.2.2 Security

ECP is designed to operate as a highly reliable and secure messaging system. The communication aspects of
ECP are shown fRigure2.4. The ECP guarante¢hat received messages, if available, will be delivered to the
recipient. The sender can check the delivery status of the message at any time to determine if the message is
still on its way (and where it is heading) or if the message has already atdped. successful delivery of the
message, the sender will send a confirmation. All messages are encrypted and signed. Message flow information
is recorded by all ECP message processing components. ECP providédamBrSy A 6f SQ YS&aal 3Ay3
allows you to check messages and all metadata, including sender, recipient, time of sending, delivery, and so on.

In the communication layer, ECP components use a secure communication protoceltf@3hjormation is
transmitted encrypted. In addition, bbtparticipants in the communication are always identified with a standard

PKI certificate.

Figure2.4: ECP platform communication scherfe3j.

2.2.3 Near reaitime case description

TheECC@&Pplatform has been tested as part of the H2020 FABSIST project for data exchange between
system operators. This section provides a brief description of the two use cases. The underlying ECP platform
has been used by transmission system operators acresspE for almost a decade.
In the framework of the TDK { { L{ ¢ LINR 2SO0 > G KS dzioBnedtet edurcdstfora! Ol A @
oFfFyOAY3 LJz2N1J2aSa Ay GKS YINJSG SYygaANRyYSyGé g1 a LINB
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this is illustated in Figure 2.5. TheECC®P connects the TSO and DSO to share distribution network
measurement results and is displayed with potential alarms if network constraints (e.g., voltage problem, line
congestion) gist. As the DSO shares the platform with the TSO and other market participants, the DSO is aware
of the activation of energy sources in the distribution network and is able to validate these regoestdering

the current state of the distribution netwd. In addition to the measurements, the reaahe data exchange in

this scenario includes market documents corresponding to capacity and energy manageivient, @der List

(MOL) for activating the selected bids and activation signals together witadb@mpanying receipts.

SCADA/EMS GW MARKET PLATFORM

ECCO SP
Central

1

Y~

' meters\_/ = MQTT MQTT/AMQP ECCO SP
1 = —— Broker adapter client

-

[on | [Tonerns ]

PQMS ~ Power Quality Managament System DR - Demand Response Mechanism  FSSF - File System Shared Folders

Figure2.5: Near realtime data exchange on the ECCo SP AMQP intddfate

2.2.4 Longterm planning case description

This case corresponds to the exchange of reduced netwmrdtels between the DSO and the TSO within a
predefined area. The information in this exchange #iria with Article 43 of the SO GL, which describes the
structural exchange of data between the TSO and the DSO. As this information is very static intheteris
no need for an advanced communication infrastructure. The information described must be exchanged at least

once a month so that the file sharing mechanism of B&C&P platform can be used.

2.2.5 IT architectural principles

The recommended general IT architecture based on ECCo SP experiences is illustrated in the simplest and
most concise way iffigure2.6, and it depicts &ight S@St I NOKA G§SOGdzNE Y2RSt F2NJ
K

SySNBHe RIdGF SEOKFIYy3IS NBFTSNBYyOS | NODKAGSOGdNBQsE GKIG d
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TOGAF (The Open Group Architecture Framework) or SGAM (Smart Grid Architecture Madefndibdes

that the system can be divided into 5 main layers, moving from the lower to the higher syntactic layer:

1. Components layer
2. Communication layer
3. Information layer
4. Functions and relations layer
5. Business layer
There is not a diredtierarchical connection between the individual layers, they can be interoperable, a layer
can be omitted if the application environment requires it. This is strictly true for the components and
communication layers, which can be accessed directly by thes ontaining functions and relationships.
At the level of the top two layers, including the business layer, each business actor can connect with different
roles through a frontend that provides information and responds to user interventions with a backenh

includes calculations, functions, and procedures.

[ ELECTRICTYDOMAIN | CROSS-SECTOR DOMAIN  |[ OTHERDOMAIS s water
S | RN Y P B Y B
& Associations | ENTSO-E | DsOEntity . [Esos ][ ec | caax ||osa-|D-.'*- ICTaWater [

e BABY [HEBILES

European Energy Data Exchange Reference Architecture

51 TEC
g‘g m | cim | COSEM 61850
Pr
-E‘? y {comes [[esme || . ]
5 sV XML JSON =
Pr Iccp EFI - Web-services || XMPP - -
El‘:t‘: G ECCoSP |[ estreed || .. | #[ Cross-sector data exchange platforms
g
& Aoplic scapA |[ ems “b:;" mm'“m SCADA
o
Har Meters || Sensors Not applicable
Figure2.6: European energy data exchange reference architedfire
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3 Crossstakeholder coordinatiomequirements

This chapter initially contains the coordination requirements from a constoastric perspectiveAfterwards, the

gamechanging technologies used in thew era of power systems are presented.

3.1 Consumer perspective

To start with, this chapter follows the description of the consumer types, as highlighdliterm report for Task

4.3 of theOneNetLINE 2 S O (i = OBeféinilestore Bn condumér engagemén®d a2 NB aLISOAFTAOFf f &3
the definitions of active consumers, renewable sedhsumers, Renewable Energy Communities (RECs) and Citizen

Energy Communities (CECs), as depicted in the Clean Energy Package and the respective EUZ2i}ectives

CNRY (KS LINE a dfx3§ onk way aflidtbighatid§ hemindte energy market is by offering flexibility
services to the grid and other energy actors. In orgeincentivise prosumersnonetization is required. However
critical barriersexist, limiting the business opportunities fgprosumers. These barriers vary from regulatory to
technical ones existing in the legislation of the European countries. Due to these, many potential revenue streams
that would be available to prosumers are out of reach to them. iEhisostly true for small prosumers since some
large industrial consumers already have access to flexibility markets.

Having access to flexibility markets is not the only problem for prosumers. Thehgriacteristicare not always
aligned withwhatthe flexibilityprosumers can offer. When this is the caseth actors end up losing an opportunity
to cooperate in what could be a wimin situation. To harmonize both interests there is the need for an easy to
access system that also values flexibility for both prossnasd the grid.

Prosumers are not the only ones having problems accessing flexibility markets and their business opportunities.
Foraggregators, once again, due to the lack of regulatory frameworks and technical barriers such as high minimum
bid sizesit makes difficult to participate.

A very crucial requirement for the largeeale integration of the consumer perspective within the cross
stakeholder coordination is the organizatamaspect. In more detail, when the consumers are organized into a
group,and specifically when they are organized in a legal entity, for instance an energy community, there is a better

interaction with the rest of the stakeholders.

¢KS . wL5D9 EdpRliohof cilz¢gn ediggemeidt methodologies in European R&I {s@jecLINE R dzO S R
by the BRIDGE Consumer and Citizen Engagement Working [@4dppovides some more insights into this topic.
The Governance and Organizational models-gtdup highlighted that in order to create long lasting engagement
of citizens and consumers, it is crucial to create collectively run organisf2ibn$he workof the subgroup focused
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on exploring the procedure of structuring citizéed organisations through the example of energy communities

(RECs and CEGB)KS . wL5D9 NBLEZNI RSTAYSR (KS 320 prindidley B LINK y O
guide thedecisioamaking process on energglated projects or policymaking. When governance principles have
consistently proved to lead to good practices, they can be codified/institutionalised in legal governance
structures/legal organisational model in nationedmpany law. Depending on the purpose that the governance
structure/legal organisational model serves, the decisitaking principles may vary. Governance principles hence

are principles that guide the decisiomaking process and are either at the dis@rtof the project developer(s) to

be defined and specified or codified in national company. law

More specifically, th&RIDGEub-group firstly reviewed the relevant corporate legislation in European Member
States and then the statutes of several citided organisations participating in European R&l projects. They also
reviewed the legal forms chosen by the national governments to support the transposition of the REC and CEC

definitions. Finally, they interviewed community leaders, in order to add hamdsxperience to their researd4].

The abovementioned research concluded that in the analysed countries, three types of legal statutes are

represented24]:

0 Associative legal statutes: those are usually not for profit organisations, rangingiingoie nonprofit
associations to more complex associations adding in complexity as the protections to participants
becomes higher.

o Company legal forms: those legal forms are traditional business foreslimited liability company
allowing for profi activities and requiring capital investment. Those forms involve a limit of liability of
the participants and heavier constraints than fot-profit statues.

o Cooperatives and foundations, as well as forms of specific purpose partnerships. Those doaihs u
have higher organisational burdens and specific advantages attached to them. It was found that the

cooperative model is the most common organisational model they were able to study in their exercise.

The BRIDGE report deduced that creating a legal ippears to be a landmark in the life of a collective initiative
of consumers allowing for activities and collective actions to be concretized and allowing for a better and more
efficient interaction with other stakeholders. In the recommendations mdrthe report, it is stated that Member
States should explore how energy communities could fit in already existing legal models at the nationdlikevel.
highlighted that cEnergy community initiators are subject to administrative burdens similar tor athergy
companies, which can be disproportionate compared to their nature of beingpnodibh and led by volunteers.

Member states could offer to support communities in the early phases of set up with legal advice, and specific
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administrative proceduresispired by the noprofit registration procedures. This would be in line with the article
22(4)(h) of the 2018 renewable energy directive, requiring member states to implement a supportive framework for
renewable energy communities (RECYo sum up, collective action, through democratic organizational forms,
seems to allow for a sustained involvement of consumers and for a better interaction with the rest of the energy

market stakeholders.

In line with the above, a report produced as parff G KS C[ 9 - / 2 Reaxibiliys@v@&&doiendigy i f SR 4
cooperatives; An overview of possible flexibliiased services using residential equipment coffrdtls another
aspect in this topi¢25]. It acknowledges that consumers often engage iffkeaibility services for ethical reasons
such as environmental reasorise(, contributing to the energy transition) or social reasons (iraproving quality
of life in their local community) rather than for economic reasons. It is also stated thatughrits democratic
governance model, a CEC or a cooperative allows for consumers to be represented and taken into consideration
while decisions about their environment, community, houses are being taken. Moreover, these collective action
schemes offer tahe participants a sense of control and power over their energy consumption. Therefore, the
O22LISNY 0ABS 3AFGKSNE aSOSNIft O2yadzYSNE 6AGK &Nl NBA2
Ay iSNIc2 OddiiNM® G SR LI NI y S NI pravialexs. As SuNdBrisated in- tye RFLEXGoGpkrgp@rtt 2 3 &

CECs and cooperatives in particular are an opportunity to overpass some energy market shortcomings.

Another Deliverable produced from the same project indicates thaf decentralized context where recand
more electricity is produced from distributed resources, a set of new services are emerging to ensure that RES energy
can be produced and consumed locally at an affordable price. Degidedlexibility services are a cornerstone of

these servicesnsuring that electricity is consumed when the most efficient for the sy@sh

In the same context, a relevant BEUC report, i.e., the European Consumer Organisation adds that demand
response (including dynamic price contracts and aggregation casjriscconsidered a vesfficient solution for a
consumercentric energy market and for their cooperation with other market play2r§. However, there are some
risks connected to it, such as the fact that consumers can easily get confusedatiffeiand they have no way to
protect themselves against bill shocks. Some recommendations listed for providers of new electricity offers to tackle
these risks ar¢o ensure that marketing and communication materials provide clear and complete infonmaiio
offers, including how the tariff and rewards levels are set and inform consumers if flexible electricity offers are
adequate for their consumption patterns, and look out for any signs of vulnerability, among others. They are also

advised to ensure futompliance with GDPR and allow consumers to easily terminate the contract and switch.
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CAylffex (KS TheFufure iBeRnbidy CansuinérsS Rrightor Burder§asjdighlights that
the decarbonisation and decentralisation of energy gr@tion, as well as the digitalisation of the energy sector are
bringing big changes for consumers, while at the same time incentivize their engagement and interaction with the
other market players. This report provides for concrete recommendations. Ire rdetail, with regards to the
flexibility services that consumers provide to the grid, it suggests that in order to get consumers on board, the
Member States must ensure that the products for flexible consumption should be affordable, and the remuneration
for their flexibility enough to make it financially appealing for thémthe field of digitalization and automation it is
recommended that more needs to be done to enforce data protection legislation. Finally in terms of the regulation,
it is suggestedhat the Member States ought to make sure that the legislative framework gets rapidly adjusted to

the dynamic and fastvolving energy landscape and is able to consider new business and consumer models.

3.2 Game changing technologies

3.2.1 Flexible Buildings as a awector betweenenergy actors

Buildings have always been at the core of the energy demand infrastructure but nowadays they are also able to
integrate energy generation, storage and even respond to grid signal to supply flexibility s¢p@tdslexible
buildings are a type of building that besides energy consumption are able to generate, store and/or supply the grid
flexibility. They become an active part of the energy system. This has direct benefits to the building energy efficiency

as well aghe overall energy system efficiency.

In order to enable this flexibility a Building Energy Management System (BEMS), or similar smart controller,
Ad dzaSR (2 AYyGSNIOG ¢AdGK GKS INAR IyR O2ydNRhgaudKS 0 dzA f
storing energy, supply energy to the grid and increase or decrease demand through a set of controllablEnigads.
interaction is not limited to the grid and can be expanded locally as part of local energy communities. Once again,
this interactionis enabled by the exchange of signals by members of the same community, letting them optimize
trades with each otherlt becomes clear that for buildings to become flexible they need: their energy resources to
be digitally connected, such as in a 10T digiatform; to be digitally connected with other energy systems such as
DSO, aggregator, and/or LA®cal Energy Communitis)f | ¢ F2NXYaT |yR F2N) GKS o0dzAf RAY.

able to be controlled in response to the signals of these other platfor

With this interaction in the core of flexible building&cupants are able to have an active role in the energy
system as prosumers, doing much more than just consuming energy. Their integration opens up a new array of data
driven energy services, suas demand side flexibility, allowing the DSO to address network constraints at the local
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level by using this flexibility from active buildings. Finally, with these actors now having the possibility to interact
with other energy systems the need for anezgy market that is able to include them and offer their services

becomes clear.

322EY20AftAGEe FTtSEAOAtAGE YR &0l 1SK2t RSNBEQ 02
The electrification of mobility30] is a paramount measure to achieve decarbonisation, requiring the integration of

the transport and energy sectors. The electricity systaight face several technical challengegh the increase of

Electric VehicledHV3$ unlesstheir utilization is well managed. EV charging has to be smartly managed, or else, EVs

could become a burdeto the energy system, especially during peak consumption and/or congested areas. Only if
properly managed, can the effect ofi @xpanding EV market be neutral to the grid, possibly even having a positive

effect if used as bidirectional energy resources.

Groundbreaking services and technologies are able to achieve this goal. The electrical grid systems of the future
gAftt 0SS AYyONBlFaAy3dIte O02YLIESE FyR gAtt KIFI@GS G2 6S YIyl
requirements alongside the sy®ty Q& NXBlj dzZA NBYSy Ga FyR | @FAflo0fS NB&az2dzZNOSa

ChargingRigure3.10 OF'y 6S &a4SSy |a aaYlINIlé¢ 6KSYSOSNI AG A& NBY2
charging:

1 V1G While pluggedn, EV charging can be controlled, either by slowing down, accelerating, halted, or

delayed. When the battery is full the services halt.

1 V2G(Vehicleto-Grid): While pluggeéh, EV can trade energy with the grid bidirectiopaltharging or

discharging).

1 V2B/V2H (Vehicleto-Building/Home): While pluggemh, EV can trade energy with the building

bidirectionally (charging or discharging).

Copyright 202 OneNet Page32
¢CKAA LINRP2SOG KIa NBOSAPSR FTdzyRAYy3I FNRY (KS 9d:
research and innovation programme under grant agreement No 957739



N1~
I Nk

Bidirectional
Features Charging
V2B V2H
( ay EV charging 4 4
g ¥

S S S N N
S S N N

Figure3.1: EVCharging ClassificatidB0].

Aggregation of bdirectional EVs iNirtual Power Planté/PP}within large geographical areas offer flexibility to
the grid. They can work as distributed energy assets capable of easing demand needs and enter amciasy s
markets. This allosEVs to grow into integrated resources, implemented in the electricity network as required,
reacting to price signals beyond retail priéd/ batteries can improve grid stability. Currently there are two large key
changes in thelectrical grid that affects its balancing, more electric cars, and more renewable energy sources. To
keep the grid balanced, DSOs and TSOs spend millions of euros yearly. So, there is the need, evefor&f@st,
and TSO%o innovateand provide the® necessary ancillary servideg procuring energy frorprivate homes and

vehicles

Renewable energy sources are increasing in the grid, and this raises questions in securing supply. It is getting
more regular to have congestions in the transmission grid, particularly between production centres and consumption
centres. However, EVs by ifi#gating a more efficient TSO redispatch aaitigate this issue and sustain the energy
QNI yaAGA2Yy D ! GAftAAAYy3T AlGa FtSEAOAtAGE LRGSYOGALt @Al

redispatch costs.

Combining EV charging andeegy storage can offer interesting services to EV drivers and the grid, such as fast
charging, particularly, in remote areas where the grid is not able to deliver it. This structure improves the existing
charging services for EV drivers and further haedpally produced renewable sources to be integrated in the energy

mix. This combination can even provide other new services to both users and the grid in the long run.
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3.2.3 DLT and Blockchain

The energy industry is particularly well suited Mistributed Ledger Technologies (DLT) atsdblockchain
technology applications. With the rise of IoT, the entire energy industry may soon find its operations transformed
into a vast global network of emected devices all feeding digital data into blockckamabled platforms that can

capture and share information in real tinfgl].

Blockchain can offer more trustworthy and efficient platforms for energy transacting (executing and recording
transactiors, as well as, tracking asset ownership). Allowing transactions to be recorded and settled nearly instantly,
there would be no need for an intermediary and all invohaedorswill use the same single platform. Executable
O2YLJzi SN O2RS AYyRAOFGAY3 G4KS GSN¥Ya 2F GKS O2yidNI OG Y2y
transactions automatically with no human involvement. This could be applied across the 8l o&ithe energy
sector whenever coordination and settlement among stakeholders is required. Blockchain has the potential to
enable P2P transacting betweemd-users (Figure3.2). These local trading networks could also ease power line

losses and congestion issues.

@

Figure3.2: P2P transactions between prosumers, using smart contracts in the bloc8hin

Nowadays energy actors are increasingly required to deliver large sets of data for regalaigpiiance With
the current methods to achievthis, itis becoming a massive burden, plus having the risk of sensitive information
to fall into the wrong hand$Blockchain could improve regulatory reporting and compliance, enabling transparency
and access to regulators while securthgt those entitiespreserve control over the information and to whom it is

access by. A blockchdirased platforncouldalsofacilitate the creation ofa standard data structure for the industry.
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The current energy ecosystem is fairly dense, having thousands of actors interacting with one another, driving

up complexity and cost. Blockchain would optimize cissstor assets, by momiting and enabling transparency

between interactions, boosting cooperation among actors while concealing proprietary information. This would

improve distribution reliability and efficiency by automatically facilitating the coordination and delivery ofrpowe

a lower cost.

Across the energy industry the blockchain would have the following potential be{&fits

il
f
f
f

l

Improved transparency, accessibility, collaboration, and operating efficiency
Exclusion of intermediaries and costly markemplexities
More efficient settlement cycles

Easier regulatory reporting and data standardizatiand

Creation of new business models and monetization through the blockchain platforms

Integrating DLT in the ICT sector

Integrating internal IT processewith DLTs in the ICT sector has not been sif§#g The technical integration

requirements could create an entry barrier for new participants. For example, if private blockchains do not have

interfaces to other services providers, they cannot intésaith others.

Related to DLT implementation these were the main challenges identified:

=A =4 =4 =4 A4 -4 -4 A -4

Interoperability between blockchains or to another service offered outside a DLT
Semantics and ontologies applied to DLT data

Data storage and its securityperative

Integration to identity services outside a DLT

Trust for data handling in a permissionless system

Interoperability of DLT consensus algorithms

Ontline and offline trust,

Privacy features preserved over public or permissiobedkchainsand

Know Your Customer features for the participants in DLTs

These challenges have to be addressed within each context, for example, integration of identity services beyond

the DLTs may be needed on billing services but not for flexilitiégiation.
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While Blockchain and DLT were initially focused on full transparency, enterprise blockchain solution are now
trying to solve the issue of user/data privacy. One approach is Know Your Customer (KYC) standardization, a
decentralized schema tha&nables user privacy protection on enterprise blockchains while at the same time allows
the exchange of value between participants subject to the necesdatyMoney LaunderingAML) practices and

legislation.
Blockchain applied to local energy communitie

In an energy community use case laid out by the[3B]& blockchain energy model is used to allow for P2P trading
0SG6SSYy LINRPadzYSNRA® ¢KS YIAYy 202S00GAGS 2F (G(KS Y2RSt Aa
energytransactions without intermediaries.

The blockchain system revolves around the use of smart contracts. These allow, for example, the prosumer
to set his minimum price for selling energy and/or maximum price for buying energy. In this way the smart sontract
will take care of the negotiations needed to arrive at an ideal compromise between prosumers. Using smart
contracts, all these negotiations happen in a transparent and predictable way since these are immutable and can be

seen by everybody.

In this use cse two different ways in which the energy reached the consumer were explored. One used a
neighbourhood central storage, where prosumers could store their produced energy and could afterwards release
it to the grid or be consumed by them or other prosumeFbe second way is to make direct energy exchanges

amongprosumers.

One challenge identified by the JRC in such a model is the reliance on smart meters as the point of trust for
all the energy measurements for the energy exchanges happening. The smarsrast the core of the necessary
data retrieval for these models to work properfgjrly andNB f Al of &8 ' G Fyeé 3IABSYy Y2YSyi
users to know for sure if their smart meters are measuring the information correctly, since they could be
malfunctioning or have been tampered with. Components such as Trusted Platform Module (TPM), Trusted
Execution Environment (TEE), Secure Element (SE) are suggested software and hardware configurations in order to

determine if the smart meter is working pperly.

Additionally, another method is suggested that allows neighbour nodes to detect when energy is being
injected into the grid and validate the energy transfer using a conselilimechanism in order to accumulate the
measurements received for eveexpected energy transfer. Only transfers that are verified by neighbour nodes are

registered into the system.
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3.3 Data governance tier
IDSA on Data Governar{Gd]:

Data management, rights, and decisions are normally bound by an organibatidars. Consequently, when
data is being shared outside of that organization, the influence of its authority over its data might be insufficient.
The IDSRAM proposes an approach to the problem by distributing the decision rights among the differerihedles
are part of the data space ecosystem. In this way the data governance requirements need to be met by all of the

actors patrticipating in the data space.

The business layer of the HRAM lays out the roles of the participants while also considerirghisiness
perspective regarding data ownership, data provision, and data consumption. Service concepts such as data
brokerage are described as well. The functional layer provides components directly related to the data governance
perspective. In order tguarantee trust, security, and data sovereignty, interoperability and connectivity must be
ensured. The IDS connector is the main interface used to connect participants of the data space. The interactions
between components of the IDISAM are described ithe process layer where all the major processes are related
with data governanceonboarding, exchanging data, and publishing and using Data Apps. This provides a technical
and dynamic view of the Architecture. Another key aspect of data governancelisdtan the information layer.

The framework for standardized collaboration and common vocabulary for participants is defined allowing for a
homogeneous description of metadata in the data space. Finally, the system layer describes the technical

implementation of security levels for data exchange between data endpoints.

The IDS Data Governance Model outlines a decisiaking framework regarding the definition, creation,
processing, and use of data. However, the IDS framework also encompasses theglidagef data exchanged in
GKS L5{ SYy@ANRYYSyliod ¢KS YIylFr3aSySyd 2F YSGFRFGF A& LI N
data storage, allowing for various heterogeneous databases t@sgdinize. The following responsibility assignment

matrix - RACI matrixFigure3.3) presents these activities in the IDS environment:
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Figure3.3: RACI matrix of the IDS environmg34]
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Data Sovereignty is important for Data Governance to define the rights, duties, and responsibilities of using data.
This is relevant on every layer of the Model. Comparing to odinetitectures, it is the decentralized data exchange

through the use of selfontrol mechanisms (the IDS connectors) that guarantees full data sovereignty.

IDS fosters interoperability among participants since it is considered that data goodetsethination is vital
in this environment. Data exchange is secured and encrypted using authorization and authentitatgobData
Provider can add metadata to the data transferred using IDS Vocabulary, so the terms and conditions of data

sovereignty are unambiguus.

Provenance and lineage of data is provided by creating transparency and offering clearing functidhislity.
achieved by the IDS connectors and Clearing House components that track the data provenance in a way that is
recursivelytraceable. In addition to this the IDS vocabulary integrates the provenance information as part of the

metadata that participants have access to during the process of data exchange.
Data Governance on specific technologies:

The integration of flexible bulings into the overall energy system is done with the support of digitalization. It is
imperative then that data privacy and cybersecurity is ensured at all stages of the data lifetime. Energy smart devices
need to be compliant with relevant regulationsdstandards that deal with data privacy and cybersecurity. Since
these energy smart devices operate at the edge, these data privacy and cybersecurity components should also be

deployed at the edge level.

When using V2X technology for the stabilisationtd grid, the highest cybesecurity levels should be used, to
avoid hacking attacks and guarantee data storage in case of communication losses. A secure exchange of data and
information between the grid, the charging station, and the EV has to be asAmezkample can be a VPP solution
that enables the communication between the VPP control centre and each individual controlled device without
relying constantly on IP communication. The solution requires an IP communication interruption. Basically, when
processing data from EVs charging, the information is then transmitted to an alternative information forum of the

data managing chain. In doing this, cybersecurity is secured, avoiding hacking incidents.

3.4 Requirements for enabling large scalgegration

This subchapter compiles all the requirements gathered in the previous sections regardingtaketwlder

coordination:
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Consumers:

il

=A =A =4 -4

Assure reliance on smart meters measuremeqtemerging blockchain based market models rely on
information gahered from smart meters to conduct negotiations. Components capable of determining the
validity of smart meters measurements should be implemented

Creation of monetization incentives for prosumers to offer their flexibility to other actors

Lift regulatorybarriers to market design affecting aggregators and prosumers participation

Alignment between grid needs and prosumers flexibility opportunities

Qollective action, through democratic organizational forsweh as energy communitieseems to allow for a

sugained involvement of consumers and for a better interaction with the rest of the energy market stakeholders

Gamechanging technologies:

1

Smart devices deployment (controllable and communicative devices) and associated smart corgrollers
such as Buildingrieérgy Management System (BEMS) and smart charging stations (V2X enabled)
Exchange platforms between all energy actprtich as DS@ustomer platform and VPP platforms (either

for energy production/consumption, or for EV aggregation, etc.)

Combining Etation with energy storage

Digitalisation of assetsdeployment of 10T networks and platforms capable of managing data and exchange
data with other platforms

Getting regulators on boargldeveloping realvorld blockchain solutions so lawmakers and retpshave

a strong, practical base to build on

Coming together to create a solutiangetting companies to cooperate in creating a common vision and

agree on using/developing common platforms and standards

Data Governance:

1 Whenever there is data exchangeang different organisations data management rights and decisions
should be distributed among the different roles that are part of the data space ecosystem
91 Define the roles of the participants in the data exchange and their business perspective regatding d
ownership, data provision, and data consumption
1 To define the rights, duties, and responsibilities of using d&ata Sovereignty. Data Providers should add
metadata using a single Vocabulary, so the terms and conditions of data sovereignty ardgumsb
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4 System Use Cases foneNet

The objective of this chapter is tmllect the Demo SUCs and to defthe GeneralDneNetSUCswhich will be used

for the derivation of the BR and NFR. In order to do so, the methodology used for the definition of the General
OneNetSUCs is initially presented. Then, the SUCs derived b@ribbletdemonstrators are presented in detail
along with the identified data exchanges and functionalivisioned to be performed from the demonstrators by

the OneNetsystem.Finally, the GeneraDneNetSUCs are derived and reported properly.

4.1 Methodology

The methodology followed towards the definition of timeNetGeneral SUCs is depictedHigure4.1.

Figure4.1: Timeplan of the actions conducted for the generation of thiRFand NFFor OneNet

Specifically,He actions conducted during the derivation of tbmeNetFUR and NFR are the following ones

x  Task 5.2 provided anitial conceptualreferencearchitectureof the OneNetsystem of platforms,

x  Demonstrators provided T5.1 with theemos SUCasing the IE®25592 template[35] through
multiple iterations. A collective approach waperformed through the organization of multiple
workshops on a clust leve| and the presentation of the SUC®r the proper derivation and
formulationof the SUCs. A first assessment of the SUCs that connect@ntiidetsystem of platforms

was conducted,
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