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About OneNet 

OneNet will provide a seamless integration of all the actors in the electricity network across Europe to create 

the conditions for a synergistic operation that optimizes the overall energy system while creating an open and 

fair market structure. 

The project OneNet όhƴŜ bŜǘǿƻǊƪ ŦƻǊ 9ǳǊƻǇŜύ ƛǎ ŦǳƴŘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ 9¦Ωǎ ŜƛƎƘǘƘ CǊŀƳŜǿƻǊƪ tǊƻƎǊŀƳƳŜ 

IƻǊƛȊƻƴ нлнлΦ Lǘ ƛǎ ǘƛǘƭŜŘ ά¢{h ς DSO Consumer: Large-scale demonstrations of innovative grid services through 

demand response, storage and small-scale (RES) generationέ ŀƴŘ ǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜ Ŏŀƭƭ ά.ǳƛƭŘƛƴƎ ŀ ƭƻǿ-carbon, 

ŎƭƛƳŀǘŜ ǊŜǎƛƭƛŜƴǘ ŦǳǘǳǊŜ ό[/ύέΦ 

While the electrical grid is moving from being a fully centralized to a highly decentralized system, grid operators 

have to adapt to this changing environment and adjust their current business model to accommodate faster 

reactions and adaptive flexibility. This is an unprecedented challenge requiring an unprecedented solution. For 

this reason, the two major associations of grid operators in Europe, ENTSO-E and EDSO, have activated their 

members to put together a unique consortium. 

OneNet will see the participation of a consortium of over 70 partners. Key partners in the consortium include 

already mentioned ENTSO-E and EDSO, Elering, E-Redes, RWTH Aachen University, University of Comillas, VITO, 

European Dynamics, UBITECH EnergyΣ 9ƴƎƛƴŜŜǊƛƴƎΣ ŀƴŘ ǘƘŜ 9¦LΩǎ CƭƻǊŜƴŎŜ {ŎƘƻƻƭ ƻŦ wŜƎǳƭŀǘƛƻƴ ό9ƴŜǊƎȅύΦ 

The key elements of the project are: 

1. Definition of a common market design for Europe: this means standardized products and key 

parameters for grid services which aim at the coordination of all actors, from grid operators to 

customers;  

2. Definition of a Common IT Architecture and Common IT Interfaces: this means not trying to create a 

single IT platform for all the products, but instead enabling an open architecture of interactions among 

several platforms so that everyone can join any market across Europe; and 

3. Large-scale demonstrators to implement and showcase the scalable solutions developed throughout 

the project. These demonstrators are organized in four clusters coming to include countries in every 

region of Europe and testing innovative use cases never validated before. 
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Executive Summary 

The rapid transition occurring in the power systems domain, due to the high penetration rate of Renewable 

Energy Resources, changes dramatically the operation and control practices of the network operators, 

regardless the voltage level. To be robust in stochasticity introduced by renewables, the power system has to 

be flexible mitigating the problems occurred, by leveraging the capabilities of both generation and demand side 

to adapt their production and consumption, respectively.  In addition to that, the accelerated development in 

Information and Communication Technology (ICT), provides a fertile ground for advanced supervision and 

control approaches from the operators, and for new consumer-centric business models in the energy domain. 

Building upon on the work conducted in previous H2020 projects, the OneNet project aims to create one 

network of Europe, by proposing new markets, products, and services and by creating a unique Information 

Technology (IT) architecture. Whilst a single platform for Europe cannot be considered, OneNet proposes 

innovative mechanisms of system of platforms, which are the key technical enablers for the proposed vision. 

This deliverable sets the cornerstone for the definition of the IT for the OneNet, by providing the requirements, 

functional and non-functional, along with the initial technical specifications.  

To accomplish the above-mentioned ambitions, this deliverable initially explores the regulatory and ICT 

requirements for scaling up coordination models amongst the system operators with a view to provide services. 

Specifically, the regulatory framework existing at a pan-European level, along with the main regulatory 

requirements that should be addressed at a national level, about unlocking and coordination of the potential of 

distributed flexibility, cost-efficient integration of distributed flexibility, incentives for participation of flexibility 

provides, and transparent and interoperable data exchange platforms, are thoroughly presented. To ensure the 

data exchange interoperability amongst the stakeholders, it is crucial to set up platforms for the secure, 

encrypted, comprehensive and accessible exchange of information involving the stakeholders of the energy 

domain. Different architectures from previous H2020 projects and initiatives in European Union are presented, 

focusing on the aspects of security, reliability, transparency and connectivity. Afterwards, this deliverable 

investigates the requirements for coordination amongst the operators from a consumer-centric approach. 

Finally, game-changing technologies for the power sector, such as Distributed Ledger Technologies and 

Blockchain, and the data governance following International Data Space Agency approach, are presented. 

Using as a basis the work mentioned above, a collective approach was followed for the proper definition of 

ǘƘŜ 5ŜƳƻƴǎǘǊŀǘƻǊǎΩ {ȅǎǘŜƳ ¦ǎŜ /ŀǎŜǎ ό5ŜƳƻ {¦/ǎύΣ between the partners engaged in the horizontal work 

packages (WP2-WP5) and the demonstration ones (WP7-WP10). Through a series of workshops, each cluster 

and its demonstrators defined the Demo SUCs. In total 42 have been identified and reported in this deliverable. 

Thereafter, a screening process was conducted to investigate the data exchanges and used services between 

actors/platforms for each demonstrator and the OneNet system, and thus extracting the envisioned 
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functionalities anticipated by the former. Using that as an input along with SUCs identified in other H2020 

projects, three General OneNet System Use Cases (General SUCs) were conceptually formulated for the 

implementation of the OneNet Framework; a decentralized system that allows the secure and scalable cross-

platform cooperation and integration, leveraging on the more used and promising standard interfaces and 

interoperability mechanisms like IDS components and FIWARE context broker. 

 Building on the definition of the Demo and General SUCs, the conceptual description of the 

OneNet System and its envisioned functionalities are introduced. The OneNet Framework facilitates the 

platforms integration and cooperation offering a secure, scalable and well documented solution to enable the 

participation not only of the platforms, but also to create a complete ecosystem in which energy stakeholders 

can participate. The key feature of the OneNet Framework is to make available a data interoperability 

mechanism to all platforms to support data exchange for facilitating market and network operations and the 

cooperation between network operators, like TSOs and DSOs as well as the involvement of other players like 

prosumers and aggregators. Concisely, OneNet framework will focus on: 

× the adoption of open standards and interfaces to allow the seamless participation of various users,  

× data privacy control and data access according to regulations for each stakeholder, 

× definition of standard models and protocols for data exchange, 

× the provision of data management features like data harmonization, data quality assessment, semantic 

annotation, 

× dataflow monitoring and logging, 

× Identification, Authentication and Authorization mechanisms for ensuring secure and trusted data 

exchange and platforms integration. 

Finally, the Functional and Non-Functional requirements of the OneNet system are derived, which lay the 

foundation for the in-depth definition of the OneNet architecture and its components. Specifically, 33 Functional 

requirements and 25 Non-Functional requirements for OneNet are extracted. 

In conclusion, this deliverable contributes to six pillars of the OneNet project: 

× Presentation of the necessary regulatory and IT requirements for scaling up coordination models 

amongst the system operators, both of transmission and distribution ones, with a view to provide near-

real services, 

× Introduction of necessary additional requirements for enabling the large-scale integration of the 

consumer perspective within the cross-stakeholder coordination, and reference to the game-changing 

technologies to build on, 

× Extensive report of the System Use Cases developed by the OneNetΩǎ Demonstrators (utilizing the IEC-

625592 template), and how they envision their connection to the OneNet system, 
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× Definition of the General OneNet System Use Cases, 

× Initial Conceptualization of OneNet system, and 

× Definition of Functional and Non-Functional Requirements based on the above-mentioned elements, 

for the development of the OneNet system. 
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1 Introduction 

This section provides an overview of the objectives for the work package 5 (WP5) that Deliverable 5.1 belongs 

to, along with a detail analysis of the main outcomes that are expected from this deliverable. Finally, in order to 

facilitate the reader, an overview of the content for each chapter is provided.  

1.1 WP5 objectives 

WP5 in OneNet is entitled as άhǇŜƴ LT Architecture for OneNetέΦ ¢ƘŜ Ƴŀƛƴ ƻōƧŜŎǘƛǾŜ ƻŦ ²t5 is to set the basis 

for the OneNet architecture establishment and the implementation of the IT for OneNet, which is part of the 

work to be conducted in the context of WP6. Specifically, the main objectives of WP5 are twofold (Figure 1.1): 

× To design an open conceptual architecture for effective yet seamless operation of a smarter pan-

European electricity system where market and network technical operations are coordinated closer to 

real-time amongst them and across countries and, 

× To provide requirements, functional and technical specifications, along with interoperable and 

standardizable interfaces for an open scalable decentralized interconnection platform, technology 

agnostic, adaptable and flexible IT architecture, which fully supports the OneNet concept, and provides 

the necessary backbone for the WP6 subsequent implementation of the OneNet data sovereignty-

preserving working space. 

 

Figure 1.1: Interactions of WP5 with the rest OneNet WPs. 
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1.2 Description of Task 5.1 

Within WP5, Task 5.1 (T5.1) strives to elicit the necessary regulatory, technological and IT requirements 

for scaling up coordination models amongst TSOs and DSOs, actually validated in previous H2020 projects, 

with a view to provide near real-time scalable coordination among market and network operation. 

Moreover, the aim of T5.1 is to establish the necessary additional requirements for enabling the large-scale 

integration of the consumer perspective within the cross-stakeholder coordination, while leveraging on 

continuous alignment with ongoing projects H2020, and building upon game changing technologies, such 

as IoT (Internet of Things), DLT (Distributed Ledger Technology) and blockchain and innovative market 

models, such as P2P (Peer-to-Peer) trading. ʆрΦм ŀŘŘƛǘƛƻƴŀƭ ƻōƧŜŎǘƛǾŜ ƛǎ ǘƻ address specific requirements for 

enabling cross-country coordinated market and network operation, with a view to design a smarter multi-

stakeholder multi-country pan-European electricity system. 

Requirements emerging from the WP2, and especially from the Business Use Cases (BUCs) derived 

directly from the engaged stakeholders ƛƴ ǘƘŜ ŘŜƳƻƴǎǘǊŀǘƻǊǎΩΣ ŀǊŜ analysed and grouped in order to form 

the System Use Cases (SUCs), and technical requirements. Those steps lead to the conceptual description 

of the OneNet system and its envisioned functionalities, whereas an initial try to recognise the relevant 

assets (platforms, proprietary systems, etc.) that need to be integrated. All end-user requirements related 

to the multi- country dimension of the demonstration projects, as well the ones related to the sophisticated 

data governance tier for the information sharing between all stakeholders, are "translated" into functional 

requirements (FUR), whereas the non-functional requirements (NFR) about different quality aspects of the 

of the OneNet platform are identified, analysed and reported. Figure 1.2 illustrates the way that other tasks 

in WP5 and WP4, are expected to utilize the outcome of T5.1, in order to continue the in-depth definition 

of the OneNet architecture and its components, as long as the definition of the integrated system operation 

for OneNet.  

 



 

 

Copyright 2021 OneNet 

¢Ƙƛǎ ǇǊƻƧŜŎǘ Ƙŀǎ ǊŜŎŜƛǾŜŘ ŦǳƴŘƛƴƎ ŦǊƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл  
research and innovation programme under grant agreement No 957739      

Page 16  

 

 

Figure 1.2: Utilization of T5.1 outcome from other OneNet tasks. 

1.3 Report Outline 

As mentioned above, this deliverable mainly focuses on the definition of FUR and NFR for the OneNet system.  

First, chapter 2 introduces the regulatory and ICT requirements for coordination amongst the System Operators 

(SOs), with a special focus on real-time services.  In a similar way, the subsequent chapter 3, introduces the 

requirements for cross-stakeholder coordination, especially for the end-customer, also providing the game-

changing technologies emerging in the new era of power systems.   

Afterwards in chapter 4, thŜ ƳŜǘƘƻŘƻƭƻƎȅ ŦƻƭƭƻǿŜŘ ŦƻǊ ǘƘŜ ŘŜǊƛǾŀǘƛƻƴ ōƻǘƘ ƻŦ ǘƘŜ 5ŜƳƻƴǎǘǊŀǘƻǊǎΩ {ȅǎǘŜƳ 

Use Cases (Demo SUCs) and the General OneNet System Use Cases (General OneNet SUCs) is thoroughly 

presented. A brief description of Demo SUCs1, and an extensive description of the General OneNet SUCs is 

provided. Building upon on the previous chapters, chapter 6 introduces a high-level architecture of the OneNet 

system and presents an inclusive list of the FUR and NFR of the OneNet. Finally, chapter 6 presents the main 

insights of this deliverable, in order to be used as an input for the rest tasks of the OneNet.  The structure of this 

deliverable is illustrated in  Figure 1.3. 

 

 

1 Please consult Appendix C for an extensive description. 
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Figure 1.3: Structure of Deliverable 5.1. 
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2 Regulatory and ICT requirements for coordination amongst 

TSOs and DSOs 

This section includes the necessary regulatory and ICT requirements for scaling up coordination models amongst 

the SOs, i.e., TSOs and DSOs., with a view to provide near-real services. The experience gained in previous H2020 

projects is used as a reference to build upon. 

2.1 Regulatory requirements 

Under the general context of the energy system decarbonization, it is expected a continuous decrease of 

conventional fossil-fuel generation, traditional active and reactive power flexibility providers, and a continuous 

increment of distributed energy resources (DER) including distributed generation (DG) based on renewable 

energy sources (RES) characterized by its variability and, to a large extent, by not being dispatchable. As a 

consequence, TSOs are facing a harder-to-balance power system, with a decreasing amount of traditional 

flexibility sources, so new flexibility sources must be found at the distribution level. In parallel, DSO are 

experiencing an increase in the complexity of the operation of their grids, the responsibility of accommodating 

more generation resources at the distribution level, more frequent and variable grid constraints to be solved, 

inverted power flows and the possibility of injecting energy from the distribution to the transmission grid. Finally, 

traditional customers are empowering and becoming more active participants, and ICT developments are 

contributing to improve the observability and controllability of grids and DER at different voltages levels.  

 

The EU regulatory context sets rules and guidelines on these topics, and can be summarized as follows: 

¶ Regulation 2017/1485 (SOGL, guideline on transmission system operation [1]) is first approach to 

the use of flexibility from distribution networks for the operation of the transmission system. It 

ǇǊƻǾƛŘŜǎ άǊǳƭŜǎ ŀƴŘ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ ŦƻǊ ǘƘŜ ŎƻƻǊŘƛƴŀǘƛƻƴ ŀƴŘ Řŀǘŀ ŜȄŎƘŀƴƎŜ ōŜǘǿŜŜƴ ¢{hǎΣ 

between TSOs and DSOs, and between TSOs or DSOs and SGUs (significant grid users), in 

operational planning and in close to real-ǘƛƳŜ ƻǇŜǊŀǘƛƻƴέΦ Lƴ ǇŀǊǘƛŎǳƭŀǊΣ ƛǘ ŜǎǘŀōƭƛǎƘŜǎ όŀǊǘƛŎƭŜ мунύ 

the guidelines for the prequalification and delivery of active power reserves by units or groups 

connected to the distribution system, which include service delivery information, timelines and 

coordination with reserve connecting DSOs and other possible intermediary DSOs.  

¶ Directive 2019/944 (common rules for the internal market [2])  promotes the active participation 

of consumers in the energy market and recognizes the role of aggregators as intermediaries 

between customers and the wholesale market (article 17), which should be allowed (with 

balancing responsibilities) to participate in a non-discriminatory way in the market. Regarding 
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balancing responsibilities, distributed flexibility providers (such as customers or aggregators) could 

be required by regulation to pay financial compensation to other market BRPs 

(Balance Responsible Parties) in case their flexibility activation directly affect their balances. It also 

establishes (article 32) that DSOs have the responsibility of integrating new generation and loads, 

thus should be allowed and incentivized by regulation to integrate distributed flexibility based on 

market procedures, to efficiently operate their grids and to avoid costly network expansions. In 

this sense they should be responsible of specifying the flexibility services to be procured. Special 

emphasis is also put on the need of network expansion plans and of informing them to system 

users. Finally, TSO-DSO (article 57) should cooperate by exchanging all relevant information and 

data relevant to the grid operation and planning, and to achieve a coordinated access to the 

distributed flexibility.  

¶ Regulation 2017/2195 (EGBL network code [3]) refers to the cooperation that TSOs should 

establish with DSOs (article 15), so that the distributed flexibility can provide balancing services, all 

the information needed for settlement is properly provided by the DSOs to the TSO, and TSO-DSO 

coordinated methodologies for costs sharing are elaborated when flexibility limitations are set by 

the corresponding DSOs.  In addition, aggregation of resources should be allowed to provide 

balancing services subject to the requirements defined to become a balancing service 

provider (article 18.4.b).  

 

Several relevant tasks are then left to national regulations to implement or concretize the rules and 

guidelines established in the EU regulation, defining potential existing barriers and regulatory requirements that 

should be addressed for an effective unlocking of the distributed flexibility and an efficient and coordinated TSO-

DSO distributed flexibility usage. Several references such as [4]ς [6], address the existing EU regulation and 

challenges in similar context, as well as the challenges of its transposition to national regulation 

frameworks. There are also strong coordination efforts among TSO and DSO at EU level, as can be checked in 

[7], or in a the very recent [8], that also highlight important regulatory requirements from the point of view of 

the system operators. 

 

These are some of the main regulatory requirements that should be addressed at national levels:  

¶ There are still EU countries where the participation of distributed flexibility in TSO ancillary services 

is not yet regulated, and thus, not allowed in practice. For example, balancing market are very 

often not yet open to demand-side bidding, or rules and requirements are not adapted to their 

technical characteristics making their participation unfeasible [6]. In addition, in [9] new potential 

services may be considered as a consequence of the decarbonization process. 
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¶ There are still almost no rules in place in EU countries to allow DSOs to activate flexibility services 

at the distribution level. This lack of regulation entails that in practice, in many countries DSO are 

not yet allow to acquire flexibility services. Regulations clarifying the role of DSOs and allowing 

them to use local flexibility would increase distributed flexibility from which DSO would also benefit 

[4], [5]. See also [9] for a characterization of potential DSO services that could profit from 

distributed flexibility.  

¶ Both previous bullets are in close relationship to the need of regulating and clearly defining the 

roles of TSOs and DSOs. Indeed, in addition to extending DSOs responsibilities to the procurement 

and activation of flexibility, [8], [10]  state that these roles definition should clarify and facilitate 

data collection and management, and the possible access for the different stakeholders involved. 

In addition, regulators should ensure that TSO and DSO assigned roles guarantee they act with 

neutrality and transparency, independently of the TSO-DSO coordination model chosen [10], 

supported by data exchanges platforms of historical and real time data, communication protocols 

for interoperability, and clearly defined responsibilities. Although not consensual, some also 

defend (for example [11] or DSOs in [8]) that the EU regulation should include a consensual 

harmonized role model (possibly based on the ENTSO-e harmonized role model ebIX- EFET- ENTSO-

E [12] extended or in combination with other roles models such as EU-SysFlex [13] or USEF [14] 

roles model) to set a common language among all EU involved entities. 

¶ Linked to the previous topic is also the observability of the network, in particular for lower voltages 

levels, which shall continue to improve with smart metering deployment to allow grid state 

estimation algorithms. Again, access to historical and near real-time smart metering data is 

essential for observability and settlement purposes, but also for business models related to 

flexibility provision without having to resort to unnecessary metering equipment duplication. 

Equipment interoperability must also be enforced to allow different stakeholders the easy access 

to the data needed. Roadmap [8] also suggests regulating sub-metering to improve observability 

and settlement processes. 

¶ In addition to allowing the participation of distributed flexibility in flexibility markets, and to 

guarantee an efficient flexibility usage, incentives to TSOs and DSOs to use this flexibility should be 

developed. Currently, in many cases OPEX (Operational Expenditure) is penalized while 

CAPEX (Capital Expenditure) is just accepted after being audited, so the procurement of flexibility 

is seen as a cost without any economic benefit. Incentives should therefore be the TOTEX (Total 

Expenditure) and outputs related such as losses reduction, quality of service improvement, long-

term investment plans elaboration, or innovation actions [6], [15]. Cost recovering mechanisms for 

data exchanges and coordination platforms should also be developed [8]. 
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¶ Regulation should incentivize the development of mechanisms to coordinate the use of the 

distributed flexibility so that it can provide flexibility services to TSOs and DSOs. Although market-

based should be preferred, other mechanisms, such as rule-based, tariff-based, connection 

agreements, etc., could complement them, although the link between the different mechanisms 

should be clear, and no conflicting set-ups should be installed [11]. Coordination should also be 

incentivized during network planning [6], [11]. 

¶ Transparency and efficiency in the grid connection charge computation, use of shallow rather than 

deep connection charges, or flexible network access should be considered to facilitate DER 

investments by end-users and its grid integration by properly assessing the value of flexibility 

provision business models [6]. 

¶ Baseline methods should be further investigated and regulated, since it is not yet clear how the 

flexibility provided by DER resources that do not have individual schedule commitments would be 

verified for verification and settlement purposes [6]. Roadmap [8] also suggests the convenience 

of reaching EU agreements on best practices of baseline methodologies. 

¶ The figure of independent aggregator means that the activation of distributed flexibility may 

directly impact other stakeholders with own or delegated balance responsibilities such as 

suppliers. Although the EU regulation suggests that financial compensations could be defined for 

this matter, it remains a challenge how all involved stakeholders will interact and which 

agreements or compensations will or will not be required, without creating barriers to flexibility 

aggregation [16]. Indeed, aggregation is still incipient and aggregation rules have not yet clearly 

defined [4]. 

¶ Liquidity can benefit from increasing the flexibility value allowing value stacking [17] to provide 

multiple flexibility services, with the same portfolio, to one or multiple flexibility users. However, 

coordination mechanism must also be put in place to avoid double our counter-activations, and 

double payments of flexibility activations must be analysed. In addition, procedures should be 

defined to share the costs of the flexibility activation among those profiting from the flexibility [8], 

[18]. 

 

As a final summary, regulation should therefore support:  

¶ Mechanisms to unlock the potential of the distributed flexibility to help DSOs plan and operate 

their grids, in coordination with TSO in case the activation of distributed flexibility can impact the 

TSO grid operation.   

¶ Mechanisms to coordinate the use of the distributed flexibility so that it can also provide flexibility 

services to the SOs, avoiding uncontrolled cross impacts, efficiently managing TSO-DSO 
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competition for the same resources, coordinating settlements, and guaranteeing the secure 

operation of the DSO grids.   

¶ Incentives for DSO and TSO to use this flexibility with a cost-efficient integration of distributed 

flexibility into their operation and planning process.   

¶ Incentives to the participation of potential distributed flexibility providers to increase the amount 

of the distributed flexibility available.  

¶ Transparent and interoperable data exchange platforms for historical and real time access to 

improve observability and allow real time monitoring and control, verification and settlement. 

2.2 ICT requirements 

ENTSO-E provides a forum for cooperation between European TSOs, involving stakeholders and the EU 

institutions, in order to create a cleaner, more cost-effective and safer electricity system for Europeans. To 

ensure this, it is necessary to set up a platform for the secure, encrypted, comprehensive and accessible 

exchange of information involving European TSOs.  There are a few existing dedicated platforms for exchanging 

energy data. Some of these platforms serve as input to projects and others as part of projects. In addition, there 

are data platforms that are supplier products for data exchange, not specifically to energy data. The boundary 

between data platforms and market / trading platforms is not always very clear for the industry stakeholders. 

In addition, a distinction must be made between platforms and other devices / systems. In the next chapter, the 

focus will be on the ECCo SP platform since this is one of the most project references at time of writing. However, 

it is important to note that there are a couple of other platforms ς e.g., IEGSA, Estfeed, CoordiNet ς used for 

similar purpose.  

ENTSO-E provided a simple communication platform that allows secure, encrypted, comprehensive and 

accessible information exchange and can also be used between TSOs and DSOs. This platform is designed to be 

easy to use. It handles direct communication at multiple communication levels using different protocols. It 

currently contains two main functional blocks. One is the Energy Communication Platform (ECP), which operates 

in the communication layer. The other main block is the Energy Data eXchange (EDX), which is responsible for 

the service layer. 

The ECP platform, as depicted in Figure 2.1, is implemented according to the MADES standard, and is 

responsible for: 

¶ Security: the content of the messages is only available to the recipients and the channel is 

encrypted, and all users can be authenticated at any time. 

¶ Reliability: all messages are delivered correctly and immediately, with validation, if they work 

properly. 
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¶ Transparency: traceability of sent messages is guaranteed. 

¶ Connectivity to different external platforms; allows you to connect, send and receive 

messages using different technologies. 

 

 

Figure 2.1: Grouping and use of electricity system data[19]. 

2.2.1 Architecture and communication  

The ECP architecture is illustrated in Figure 2.2. It consists of three main components: 

¶ The endpoint provides a connection between users and applications to the messaging 

platform. The endpoint is also a messaging user interface and API for integrating the ECP platform 

and business applications, 

¶ ¢ƘŜ ά9ƭŜƳŜƴǘ [ƛōǊŀǊȅέ ǎŜǊǾŜǎ ŀǎ ŀ ŎŜƴǘǊŀƭ ƭƛōǊŀǊȅ ŀnd serves as a reliable anchor for the MADES 

network, which manages information about all components, 

¶ ¢ƘŜ ōǊƻƪŜǊ ŎƻƳǇƻƴŜƴǘ ǇǊƻǾƛŘŜǎ ά9ƴŘǇƻƛƴǘ aŜǎǎŀƎƛƴƎέ ǎŜǊǾƛŎŜǎΦ ¢Ƙƛǎ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ŦƻŎŀƭ 

point of all endpoints. 
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Figure 2.2: ECP architecture [20]. 

Information about linked endpoints and brokers can be shared from one Component library's unique ECP 

network with other Component libraries so that endpoints from different central libraries can also communicate 

with each other. The ECP network consists of several components, with the Component directory in the middle, 

so the system remains operational even if the Component directory is not available. ECP has a distributed 

architecture and no real central component. The EDX network is based on two modules: one instance of the 

Service Catalogue and several instances of the Toolbar, as illustrated in Figure 2.3. 

Each module is responsible for providing different things: 

¶ The Service Provider Catalog is responsible for securing and managing the network 

configuration and is not involved in messaging.  

¶ The Toolbar/ Toolbox, on the other hand, is a messaging interface for business applications 

that implements message delivery.  

 

 

Figure 2.3: EDX architecture [19]. 
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2.2.2 Security  

ECP is designed to operate as a highly reliable and secure messaging system. The communication aspects of 

ECP are shown in Figure 2.4. The ECP guarantees that received messages, if available, will be delivered to the 

recipient. The sender can check the delivery status of the message at any time to determine if the message is 

still on its way (and where it is heading) or if the message has already arrived. Upon successful delivery of the 

message, the sender will send a confirmation. All messages are encrypted and signed. Message flow information 

is recorded by all ECP message processing components. ECP provides a non- ΨǳƴŘŜƴƛŀōƭŜΩ ƳŜǎǎŀƎƛƴƎ ǎŜǊǾƛŎŜ ǘƘŀǘ 

allows you to check messages and all metadata, including sender, recipient, time of sending, delivery, and so on. 

In the communication layer, ECP components use a secure communication protocol (SSL) - the information is 

transmitted encrypted. In addition, both participants in the communication are always identified with a standard 

PKI certificate.  

 

Figure 2.4: ECP platform communication schemes [19]. 

2.2.3 Near real-time case description  

The ECCo SP platform has been tested as part of the H2020 TDX-ASSIST project for data exchange between 

system operators. This section provides a brief description of the two use cases. The underlying ECP platform 

has been used by transmission system operators across Europe for almost a decade.  

In the framework of the TDX-!{{L{¢ ǇǊƻƧŜŎǘΣ ǘƘŜ ǳǎŜ ŎŀǎŜ ƻŦ ά!ŎǘƛǾŀǘƛƻƴ ƻŦ 5{h-connected resources for 

ōŀƭŀƴŎƛƴƎ ǇǳǊǇƻǎŜǎ ƛƴ ǘƘŜ ƳŀǊƪŜǘ ŜƴǾƛǊƻƴƳŜƴǘέ ǿŀǎ ǇǊŜǎŜƴǘŜŘ ƛƴ {ƭƻǾŜƴƛŀΦ ¢ƘŜ L/¢ ŀǊŎƘƛǘŜŎǘǳǊŜ ǘƘŀǘ ƛƳǇƭŜƳŜƴǘǎ 
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this is illustrated in Figure 2.5. The ECCo SP connects the TSO and DSO to share distribution network 

measurement results and is displayed with potential alarms if network constraints (e.g., voltage problem, line 

congestion) exist. As the DSO shares the platform with the TSO and other market participants, the DSO is aware 

of the activation of energy sources in the distribution network and is able to validate these requests considering 

the current state of the distribution network. In addition to the measurements, the real-time data exchange in 

this scenario includes market documents corresponding to capacity and energy management, a Merit Order List 

(MOL) for activating the selected bids and activation signals together with the accompanying receipts.  

 

 

Figure 2.5: Near real-time data exchange on the ECCo SP AMQP interface [19]. 

2.2.4 Long-term planning case description  

This case corresponds to the exchange of reduced network models between the DSO and the TSO within a 

predefined area. The information in this exchange is in-line with Article 43 of the SO GL, which describes the 

structural exchange of data between the TSO and the DSO. As this information is very static in nature, there is 

no need for an advanced communication infrastructure. The information described must be exchanged at least 

once a month so that the file sharing mechanism of the ECCo SP platform can be used. 

2.2.5 IT architectural principles  

The recommended general IT architecture based on ECCo SP experiences is illustrated in the simplest and 

most concise way in Figure 2.6, and it depicts a high-ƭŜǾŜƭ ŀǊŎƘƛǘŜŎǘǳǊŜ ƳƻŘŜƭ ŦƻǊ .wL5D9 ǊŜǇƻǊǘ Ψ9ǳǊƻǇŜŀƴ 

ŜƴŜǊƎȅ Řŀǘŀ ŜȄŎƘŀƴƎŜ ǊŜŦŜǊŜƴŎŜ ŀǊŎƘƛǘŜŎǘǳǊŜΩΣ ǘƘŀǘ ǳǎŜǎ ƛƴŘǳǎǘǊȅ ǎǘŀƴŘŀǊŘ ŀǊŎƘƛǘŜŎǘǳǊŜ ƳŜǘƘƻŘƻƭƻƎƛŜǎΣ ŜΦƎΦ, 
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TOGAF (The Open Group Architecture Framework) or SGAM (Smart Grid Architecture Model). This concludes 

that the system can be divided into 5 main layers, moving from the lower to the higher syntactic layer: 

1. Components layer  

2. Communication layer  

3. Information layer  

4. Functions and relations layer  

5. Business layer  

There is not a direct hierarchical connection between the individual layers, they can be interoperable, a layer 

can be omitted if the application environment requires it. This is strictly true for the components and 

communication layers, which can be accessed directly by the layer containing functions and relationships. 

At the level of the top two layers, including the business layer, each business actor can connect with different 

roles through a frontend that provides information and responds to user interventions with a backend that 

includes calculations, functions, and procedures. 

 

 

Figure 2.6: European energy data exchange reference architecture [21]. 
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3 Cross-stakeholder coordination requirements 

This chapter initially contains the coordination requirements from a consumer-centric perspective. Afterwards, the 

game-changing technologies used in the new era of power systems are presented.  

3.1 Consumer perspective 

To start with, this chapter follows the description of the consumer types, as highlighted in Mid-term report for Task 

4.3 of the OneNet ǇǊƻƧŜŎǘΣ ŜƴǘƛǘƭŜŘ ŀǎ άOneNet milestone on consumer engagementέΦ aƻǊŜ ǎǇŜŎƛŦƛŎŀƭƭȅΣ ƛǘ ƛǎ ŦƻƭƭƻǿƛƴƎ 

the definitions of active consumers, renewable self-consumers, Renewable Energy Communities (RECs) and Citizen 

Energy Communities (CECs), as depicted in the Clean Energy Package and the respective EU Directives [22].  

CǊƻƳ ǘƘŜ ǇǊƻǎǳƳŜǊǎΩ ǇŜǊǎǇŜŎǘƛǾŜ [23], one way of integrating them in the energy market is by offering flexibility 

services to the grid and other energy actors. In order to incentivise prosumers, monetization is required. However, 

critical barriers exist, limiting the business opportunities for prosumers. These barriers vary from regulatory to 

technical ones existing in the legislation of the European countries. Due to these, many potential revenue streams 

that would be available to prosumers are out of reach to them. This is mostly true for small prosumers since some 

large industrial consumers already have access to flexibility markets. 

Having access to flexibility markets is not the only problem for prosumers. The grid characteristics are not always 

aligned with what the flexibility prosumers can offer. When this is the case, both actors end up losing an opportunity 

to cooperate in what could be a win-win situation. To harmonize both interests there is the need for an easy to 

access system that also values flexibility for both prosumers and the grid.  

Prosumers are not the only ones having problems accessing flexibility markets and their business opportunities. 

For aggregators, once again, due to the lack of regulatory frameworks and technical barriers such as high minimum 

bid sizes, it makes difficult to participate. 

A very crucial requirement for the large-scale integration of the consumer perspective within the cross-

stakeholder coordination is the organizational aspect. In more detail, when the consumers are organized into a 

group, and specifically when they are organized in a legal entity, for instance an energy community, there is a better 

interaction with the rest of the stakeholders.  

¢ƘŜ .wL5D9 ǊŜǇƻǊǘ ƻƴ ǘƘŜ ΨExploration of citizen engagement methodologies in European R&I projectsΩ ǇǊƻŘǳŎŜŘ 

by the BRIDGE Consumer and Citizen Engagement Working Group [24] provides some more insights into this topic. 

The Governance and Organizational models sub-group highlighted that in order to create long lasting engagement 

of citizens and consumers, it is crucial to create collectively run organisations [24]. The work of the sub-group focused 
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on exploring the procedure of structuring citizen-led organisations through the example of energy communities 

(RECs and CECs). ¢ƘŜ .wL5D9 ǊŜǇƻǊǘ ŘŜŦƛƴŜŘ ǘƘŜ ƎƻǾŜǊƴŀƴŎŜ ǇǊƛƴŎƛǇƭŜǎ ƻŦ ǎǳŎƘ ƻǊƎŀƴƛǎŀǘƛƻƴǎ ŀǎΥ άprinciples that 

guide the decision-making process on energy-related projects or policymaking. When governance principles have 

consistently proved to lead to good practices, they can be codified/institutionalised in legal governance 

structures/legal organisational model in national company law. Depending on the purpose that the governance 

structure/legal organisational model serves, the decision-making principles may vary. Governance principles hence 

are principles that guide the decision-making process and are either at the discretion of the project developer(s) to 

be defined and specified or codified in national company lawέΦ 

More specifically, the BRIDGE sub-group firstly reviewed the relevant corporate legislation in European Member 

States and then the statutes of several citizen-led organisations participating in European R&I projects. They also 

reviewed the legal forms chosen by the national governments to support the transposition of the REC and CEC 

definitions. Finally, they interviewed community leaders, in order to add hands-on experience to their research [24].   

The abovementioned research concluded that in the analysed countries, three types of legal statutes are 

represented [24]:  

o Associative legal statutes: those are usually not for profit organisations, ranging from simple non-profit 

associations to more complex associations adding in complexity as the protections to participants 

becomes higher.  

o Company legal forms: those legal forms are traditional business forms, i.e., limited liability company, 

allowing for profit activities and requiring capital investment. Those forms involve a limit of liability of 

the participants and heavier constraints than not-for-profit statues.  

o Cooperatives and foundations, as well as forms of specific purpose partnerships. Those forms usually 

have higher organisational burdens and specific advantages attached to them. It was found that the 

cooperative model is the most common organisational model they were able to study in their exercise. 

The BRIDGE report deduced that creating a legal form appears to be a landmark in the life of a collective initiative 

of consumers allowing for activities and collective actions to be concretized and allowing for a better and more 

efficient interaction with other stakeholders. In the recommendations part of the report, it is stated that Member 

States should explore how energy communities could fit in already existing legal models at the national level. It is 

highlighted that άEnergy community initiators are subject to administrative burdens similar to other energy 

companies, which can be disproportionate compared to their nature of being non-profit and led by volunteers. 

Member states could offer to support communities in the early phases of set up with legal advice, and specific 
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administrative procedures inspired by the non-profit registration procedures. This would be in line with the article 

22(4)(h) of the 2018 renewable energy directive, requiring member states to implement a supportive framework for 

renewable energy communities (REC)έ.  To sum up, collective action, through democratic organizational forms, 

seems to allow for a sustained involvement of consumers and for a better interaction with the rest of the energy 

market stakeholders. 

In line with the above, a report produced as part ƻŦ ǘƘŜ C[9·/ƻƻǇ ǇǊƻƧŜŎǘ ǘƛǘƭŜŘ ΨFlexibility services for energy 

cooperatives; An overview of possible flexibility-based services using residential equipment controlΩ adds another 

aspect in this topic [25]. It acknowledges that consumers often engage into flexibility services for ethical reasons 

such as environmental reasons (i.e., contributing to the energy transition) or social reasons (i.e., improving quality 

of life in their local community) rather than for economic reasons. It is also stated that, through its democratic 

governance model, a CEC or a cooperative allows for consumers to be represented and taken into consideration 

while decisions about their environment, community, houses are being taken. Moreover, these collective action 

schemes offer to the participants a sense of control and power over their energy consumption. Therefore, the 

ŎƻƻǇŜǊŀǘƛǾŜ ƎŀǘƘŜǊǎ ǎŜǾŜǊŀƭ ŎƻƴǎǳƳŜǊǎ ǿƛǘƘ ƳƻǊŜ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ŀǎǎŜǘǎΣ ǿƘƻ Ŏŀƴ ǘƘŜƴ ōŜ ŀ ΨƘƛƎƘŜǊ-scale 

ƛƴǘŜǊƭƻŎǳǘƻǊΩ ς ŀ ΨǘǊǳǎǘŜŘ ǇŀǊǘƴŜǊΩ ŦƻǊ ǎŜǊǾƛŎŜ ŀƴŘ ǘŜŎƘƴƻƭƻƎȅ providers. As further stated in the FLEXCoop report, 

CECs and cooperatives in particular are an opportunity to overpass some energy market shortcomings. 

Another Deliverable produced from the same project indicates that άIn a decentralized context where more and 

more electricity is produced from distributed resources, a set of new services are emerging to ensure that RES energy 

can be produced and consumed locally at an affordable price. Demand-side flexibility services are a cornerstone of 

these services ensuring that electricity is consumed when the most efficient for the systemέ [26]. 

 In the same context, a relevant BEUC report, i.e., the European Consumer Organisation adds that demand 

response (including dynamic price contracts and aggregation contracts) is considered a very efficient solution for a 

consumer-centric energy market and for their cooperation with other market players [27]. However, there are some 

risks connected to it, such as the fact that consumers can easily get confused about tariffs and they have no way to 

protect themselves against bill shocks. Some recommendations listed for providers of new electricity offers to tackle 

these risks are to ensure that marketing and communication materials provide clear and complete information on 

offers, including how the tariff and rewards levels are set and inform consumers if flexible electricity offers are 

adequate for their consumption patterns, and look out for any signs of vulnerability, among others. They are also 

advised to ensure full compliance with GDPR and allow consumers to easily terminate the contract and switch. 
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CƛƴŀƭƭȅΣ ǘƘŜ .9¦/ ǊŜǇƻǊǘ ǘƛǘƭŜŘ ΨThe Future of the Energy Consumers: Bright or BurdensomeΩ [28] highlights that 

the decarbonisation and decentralisation of energy generation, as well as the digitalisation of the energy sector are 

bringing big changes for consumers, while at the same time incentivize their engagement and interaction with the 

other market players. This report provides for concrete recommendations. In more detail, with regards to the 

flexibility services that consumers provide to the grid, it suggests that in order to get consumers on board, the 

Member States must ensure that the products for flexible consumption should be affordable, and the remuneration 

for their flexibility enough to make it financially appealing for them. In the field of digitalization and automation it is 

recommended that more needs to be done to enforce data protection legislation. Finally in terms of the regulation, 

it is suggested that the Member States ought to make sure that the legislative framework gets rapidly adjusted to 

the dynamic and fast-evolving energy landscape and is able to consider new business and consumer models. 

3.2 Game changing technologies 

3.2.1 Flexible Buildings as a connector between energy actors 

Buildings have always been at the core of the energy demand infrastructure but nowadays they are also able to 

integrate energy generation, storage and even respond to grid signal to supply flexibility services [29]. Flexible 

buildings are a type of building that besides energy consumption are able to generate, store and/or supply the grid 

flexibility. They become an active part of the energy system. This has direct benefits to the building energy efficiency 

as well as the overall energy system efficiency. 

In order to enable this flexibility a Building Energy Management System (BEMS), or similar smart controller, 

ƛǎ ǳǎŜŘ ǘƻ ƛƴǘŜǊŀŎǘ ǿƛǘƘ ǘƘŜ ƎǊƛŘ ŀƴŘ ŎƻƴǘǊƻƭ ǘƘŜ ōǳƛƭŘƛƴƎΩǎ ŜƴŜǊƎȅ ǎȅǎǘŜƳǎΣ ǿƘƛŎƘ ƳƛƎƘǘ ǊŀƴƎŜ ŦǊƻƳ ƎŜƴŜǊŀǘƛng and 

storing energy, supply energy to the grid and increase or decrease demand through a set of controllable loads. This 

interaction is not limited to the grid and can be expanded locally as part of local energy communities. Once again, 

this interaction is enabled by the exchange of signals by members of the same community, letting them optimize 

trades with each other. It becomes clear that for buildings to become flexible they need: their energy resources to 

be digitally connected, such as in a IoT digital platform; to be digitally connected with other energy systems such as 

DSO, aggregator, and/or LEC (Local Energy Communities) ǇƭŀǘŦƻǊƳǎΤ ŀƴŘ ŦƻǊ ǘƘŜ ōǳƛƭŘƛƴƎΩǎ ŜƴŜǊƎȅ ǊŜǎƻǳǊŎŜǎ ǘƻ ōŜ 

able to be controlled in response to the signals of these other platforms. 

With this interaction in the core of flexible buildings, occupants are able to have an active role in the energy 

system as prosumers, doing much more than just consuming energy. Their integration opens up a new array of data-

driven energy services, such as demand side flexibility, allowing the DSO to address network constraints at the local 
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level by using this flexibility from active buildings. Finally, with these actors now having the possibility to interact 

with other energy systems the need for an energy market that is able to include them and offer their services 

becomes clear. 

3.2.2 E-Ƴƻōƛƭƛǘȅ ŦƭŜȄƛōƛƭƛǘȅ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ŎƻƻǊŘƛƴŀǘƛƻƴ 

The electrification of mobility [30] is a paramount measure to achieve decarbonisation, requiring the integration of 

the transport and energy sectors. The electricity system might face several technical challenges with the increase of 

Electric Vehicles (EVs) unless their utilization is well managed. EV charging has to be smartly managed, or else, EVs 

could become a burden to the energy system, especially during peak consumption and/or congested areas. Only if 

properly managed, can the effect of an expanding EV market be neutral to the grid, possibly even having a positive 

effect if used as bidirectional energy resources. 

Ground-breaking services and technologies are able to achieve this goal. The electrical grid systems of the future 

ǿƛƭƭ ōŜ ƛƴŎǊŜŀǎƛƴƎƭȅ ŎƻƳǇƭŜȄ ŀƴŘ ǿƛƭƭ ƘŀǾŜ ǘƻ ōŜ ƳŀƴŀƎŜŘ ǿƛǘƘ ǎƳŀǊǘ ǎƻƭǳǘƛƻƴǎ ǘƘŀǘ Ŧƛǘ ŜŀŎƘ ŘǊƛǾŜǊΩǎ ŎƘŀǊƎƛƴƎ 

requirements alongside the systŜƳΩǎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ŀǾŀƛƭŀōƭŜ ǊŜǎƻǳǊŎŜǎΦ  

Charging (Figure 3.1ύ Ŏŀƴ ōŜ ǎŜŜƴ ŀǎ άǎƳŀǊǘέ ǿƘŜƴŜǾŜǊ ƛǘ ƛǎ ǊŜƳƻǘŜƭȅ ƳƻƴƛǘƻǊŜŘ ŀƴŘ ŎƻƴǘǊƻƭƭŜŘΦ ¢ȅǇŜǎ ƻŦ ǎƳŀǊǘ 

charging: 

¶ V1G: While plugged-in, EV charging can be controlled, either by slowing down, accelerating, halted, or 

delayed. When the battery is full the services halt. 

¶ V2G (Vehicle-to-Grid): While plugged-in, EV can trade energy with the grid bidirectionally (charging or 

discharging). 

¶ V2B/V2H (Vehicle-to-Building/Home): While plugged-in, EV can trade energy with the building 

bidirectionally (charging or discharging). 



 

 

Copyright 2021 OneNet 

¢Ƙƛǎ ǇǊƻƧŜŎǘ Ƙŀǎ ǊŜŎŜƛǾŜŘ ŦǳƴŘƛƴƎ ŦǊƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл  
research and innovation programme under grant agreement No 957739      

Page 33  

 

 

Figure 3.1: EV Charging Classification [30]. 

Aggregation of bi-directional EVs in Virtual Power Plants (VPPs) within large geographical areas offer flexibility to 

the grid. They can work as distributed energy assets capable of easing demand needs and enter ancillary services 

markets. This allows EVs to grow into integrated resources, implemented in the electricity network as required, 

reacting to price signals beyond retail price. EV batteries can improve grid stability. Currently there are two large key 

changes in the electrical grid that affects its balancing, more electric cars, and more renewable energy sources. To 

keep the grid balanced, DSOs and TSOs spend millions of euros yearly. So, there is the need, even request, for DSOs 

and TSOs to innovate and provide these necessary ancillary services by procuring energy from private homes and 

vehicles. 

Renewable energy sources are increasing in the grid, and this raises questions in securing supply. It is getting 

more regular to have congestions in the transmission grid, particularly between production centres and consumption 

centres. However, EVs by facilitating a more efficient TSO redispatch can mitigate this issue and sustain the energy 

ǘǊŀƴǎƛǘƛƻƴΦ ¦ǘƛƭƛǎƛƴƎ ƛǘǎ ŦƭŜȄƛōƛƭƛǘȅ ǇƻǘŜƴǘƛŀƭ Ǿƛŀ ±нDΣ ǿƛƭƭ ŀƭƭƻǿ ¢{hΩǎ ǘƻ ƛƴŎǊŜŀǎŜ ƴŜǘǿƻǊƪ ǎǘŀōƛƭƛǘȅΣ ŀƴŘ ǘƻ ŘŜŎǊŜŀǎŜ 

redispatch costs. 

Combining EV charging and energy storage can offer interesting services to EV drivers and the grid, such as fast 

charging, particularly, in remote areas where the grid is not able to deliver it. This structure improves the existing 

charging services for EV drivers and further helps locally produced renewable sources to be integrated in the energy 

mix. This combination can even provide other new services to both users and the grid in the long run. 
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3.2.3  DLT and Blockchain 

The energy industry is particularly well suited for Distributed Ledger Technologies (DLT) and its blockchain 

technology applications. With the rise of IoT, the entire energy industry may soon find its operations transformed 

into a vast global network of connected devices all feeding digital data into blockchain-enabled platforms that can 

capture and share information in real time [31]. 

Blockchain can offer more trustworthy and efficient platforms for energy transacting (executing and recording 

transactions, as well as, tracking asset ownership). Allowing transactions to be recorded and settled nearly instantly, 

there would be no need for an intermediary and all involved actors will use the same single platform. Executable 

ŎƻƳǇǳǘŜǊ ŎƻŘŜ ƛƴŘƛŎŀǘƛƴƎ ǘƘŜ ǘŜǊƳǎ ƻŦ ǘƘŜ ŎƻƴǘǊŀŎǘ ŀƳƻƴƎ ǘƘŜ ƛƴǾƻƭǾŜŘ Ŏŀƴ ŎǊŜŀǘŜ ŀ άǎƳŀǊǘ ŎƻƴǘǊŀŎǘέ ǘƘŀǘ ǇǊƻŎŜǎǎŜǎ 

transactions automatically with no human involvement. This could be applied across the full range of the energy 

sector whenever coordination and settlement among stakeholders is required. Blockchain has the potential to 

enable P2P transacting between end-users (Figure 3.2). These local trading networks could also ease power line 

losses and congestion issues. 

 

Figure 3.2: P2P transactions between prosumers, using smart contracts in the blockchain [31]. 

Nowadays energy actors are increasingly required to deliver large sets of data for regulatory compliance. With 

the current methods to achieve this, it is becoming a massive burden, plus having the risk of sensitive information 

to fall into the wrong hands. Blockchain could improve regulatory reporting and compliance, enabling transparency 

and access to regulators while securing that those entities preserve control over the information and to whom it is 

access by. A blockchain-based platform could also facilitate the creation of a standard data structure for the industry. 
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The current energy ecosystem is fairly dense, having thousands of actors interacting with one another, driving 

up complexity and cost. Blockchain would optimize cross-sector assets, by monitoring and enabling transparency 

between interactions, boosting cooperation among actors while concealing proprietary information. This would 

improve distribution reliability and efficiency by automatically facilitating the coordination and delivery of power on 

a lower cost. 

Across the energy industry the blockchain would have the following potential benefits [31]: 

¶ Improved transparency, accessibility, collaboration, and operating efficiency, 

¶ Exclusion of intermediaries and costly market complexities, 

¶ More efficient settlement cycles, 

¶ Easier regulatory reporting and data standardization, and 

¶ Creation of new business models and monetization through the blockchain platforms. 

Integrating DLT in the ICT sector 

Integrating internal IT processes with DLTs in the ICT sector has not been simple [32]. The technical integration 

requirements could create an entry barrier for new participants. For example, if private blockchains do not have 

interfaces to other services providers, they cannot interact with others.  

Related to DLT implementation these were the main challenges identified:  

¶ Interoperability between blockchains or to another service offered outside a DLT, 

¶ Semantics and ontologies applied to DLT data, 

¶ Data storage and its security imperative, 

¶ Integration to identity services outside a DLT, 

¶ Trust for data handling in a permissionless system, 

¶ Interoperability of DLT consensus algorithms, 

¶ On-line and off-line trust, 

¶ Privacy features preserved over public or permissioned blockchains, and 

¶ Know Your Customer features for the participants in DLTs.  

These challenges have to be addressed within each context, for example, integration of identity services beyond 

the DLTs may be needed on billing services but not for flexibility integration.  
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While Blockchain and DLT were initially focused on full transparency, enterprise blockchain solution are now 

trying to solve the issue of user/data privacy. One approach is Know Your Customer (KYC) standardization, a 

decentralized schema that enables user privacy protection on enterprise blockchains while at the same time allows 

the exchange of value between participants subject to the necessary Anti Money Laundering (AML) practices and 

legislation. 

Blockchain applied to local energy communities 

In an energy community use case laid out by the JRC [33] a blockchain energy model is used to allow for P2P trading 

ōŜǘǿŜŜƴ ǇǊƻǎǳƳŜǊǎΦ ¢ƘŜ Ƴŀƛƴ ƻōƧŜŎǘƛǾŜ ƻŦ ǘƘŜ ƳƻŘŜƭ ƛǎ ǘƻ ŘŜŎŜƴǘǊŀƭƛȊŜ ǘƘŜ ŜƴŜǊƎȅ ǎȅǎǘŜƳΣ ŀƭƭƻǿƛƴƎ ǇǊƻǎǳƳŜǊΩǎ 

energy transactions without intermediaries. 

The blockchain system revolves around the use of smart contracts. These allow, for example, the prosumer 

to set his minimum price for selling energy and/or maximum price for buying energy. In this way the smart contracts 

will take care of the negotiations needed to arrive at an ideal compromise between prosumers. Using smart 

contracts, all these negotiations happen in a transparent and predictable way since these are immutable and can be 

seen by everybody. 

In this use case two different ways in which the energy reached the consumer were explored. One used a 

neighbourhood central storage, where prosumers could store their produced energy and could afterwards release 

it to the grid or be consumed by them or other prosumers. The second way is to make direct energy exchanges 

among prosumers.  

One challenge identified by the JRC in such a model is the reliance on smart meters as the point of trust for 

all the energy measurements for the energy exchanges happening. The smart meters are the core of the necessary 

data retrieval for these models to work properly, fairly and ǊŜƭƛŀōƭȅΦ !ǘ ŀƴȅ ƎƛǾŜƴ ƳƻƳŜƴǘ ƛǘΩǎ ƘŀǊŘ ŦƻǊ ǘƘŜ ǎȅǎǘŜƳ 

users to know for sure if their smart meters are measuring the information correctly, since they could be 

malfunctioning or have been tampered with. Components such as Trusted Platform Module (TPM), Trusted 

Execution Environment (TEE), Secure Element (SE) are suggested software and hardware configurations in order to 

determine if the smart meter is working properly.  

Additionally, another method is suggested that allows neighbour nodes to detect when energy is being 

injected into the grid and validate the energy transfer using a consensus-like mechanism in order to accumulate the 

measurements received for every expected energy transfer. Only transfers that are verified by neighbour nodes are 

registered into the system. 
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3.3 Data governance tier  

IDSA on Data Governance [34]: 

Data management, rights, and decisions are normally bound by an organization borders. Consequently, when 

data is being shared outside of that organization, the influence of its authority over its data might be insufficient. 

The IDS-RAM proposes an approach to the problem by distributing the decision rights among the different roles that 

are part of the data space ecosystem. In this way the data governance requirements need to be met by all of the 

actors participating in the data space. 

The business layer of the IDS-RAM lays out the roles of the participants while also considering the business 

perspective regarding data ownership, data provision, and data consumption. Service concepts such as data 

brokerage are described as well. The functional layer provides components directly related to the data governance 

perspective. In order to guarantee trust, security, and data sovereignty, interoperability and connectivity must be 

ensured. The IDS connector is the main interface used to connect participants of the data space. The interactions 

between components of the IDS-RAM are described in the process layer where all the major processes are related 

with data governance - onboarding, exchanging data, and publishing and using Data Apps. This provides a technical 

and dynamic view of the Architecture. Another key aspect of data governance is dealt with in the information layer. 

The framework for standardized collaboration and common vocabulary for participants is defined allowing for a 

homogeneous description of metadata in the data space. Finally, the system layer describes the technical 

implementation of security levels for data exchange between data endpoints. 

The IDS Data Governance Model outlines a decision-making framework regarding the definition, creation, 

processing, and use of data. However, the IDS framework also encompasses the usage rights of data exchanged in 

ǘƘŜ L5{ ŜƴǾƛǊƻƴƳŜƴǘΦ ¢ƘŜ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ƳŜǘŀŘŀǘŀ ƛǎ ǇŀǊŀƳƻǳƴǘ ƛƴ ŘƛǎǘǊƛōǳǘŜŘ ǎȅǎǘŜƳǎ ǘƘŀǘ ŘƻƴΩǘ ǊŜƭȅ ƻƴ ŎŜƴǘǊŀƭ 

data storage, allowing for various heterogeneous databases to self-organize. The following responsibility assignment 

matrix - RACI matrix (Figure 3.3) presents these activities in the IDS environment: 
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Figure 3.3: RACI matrix of the IDS environment [34] 
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Data Sovereignty is important for Data Governance to define the rights, duties, and responsibilities of using data. 

This is relevant on every layer of the Model. Comparing to other architectures, it is the decentralized data exchange 

through the use of self-control mechanisms (the IDS connectors) that guarantees full data sovereignty. 

IDS fosters interoperability among participants since it is considered that data goods self-determination is vital 

in this environment. Data exchange is secured and encrypted using authorization and authentication. The Data 

Provider can add metadata to the data transferred using IDS Vocabulary, so the terms and conditions of data 

sovereignty are unambiguous. 

Provenance and lineage of data is provided by creating transparency and offering clearing functionality. This is 

achieved by the IDS connectors and Clearing House components that track the data provenance in a way that is 

recursively traceable. In addition to this the IDS vocabulary integrates the provenance information as part of the 

metadata that participants have access to during the process of data exchange. 

Data Governance on specific technologies: 

The integration of flexible buildings into the overall energy system is done with the support of digitalization. It is 

imperative then that data privacy and cybersecurity is ensured at all stages of the data lifetime. Energy smart devices 

need to be compliant with relevant regulations and standards that deal with data privacy and cybersecurity. Since 

these energy smart devices operate at the edge, these data privacy and cybersecurity components should also be 

deployed at the edge level. 

When using V2X technology for the stabilisation of the grid, the highest cyber-security levels should be used, to 

avoid hacking attacks and guarantee data storage in case of communication losses. A secure exchange of data and 

information between the grid, the charging station, and the EV has to be assured. An example can be a VPP solution 

that enables the communication between the VPP control centre and each individual controlled device without 

relying constantly on IP communication. The solution requires an IP communication interruption. Basically, when 

processing data from EVs charging, the information is then transmitted to an alternative information forum of the 

data managing chain. In doing this, cybersecurity is secured, avoiding hacking incidents. 

3.4 Requirements for enabling large scale integration  

This subchapter compiles all the requirements gathered in the previous sections regarding cross-stakeholder 

coordination: 
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Consumers: 

¶ Assure reliance on smart meters measurements ς emerging blockchain based market models rely on 

information gathered from smart meters to conduct negotiations. Components capable of determining the 

validity of smart meters measurements should be implemented 

¶ Creation of monetization incentives for prosumers to offer their flexibility to other actors 

¶ Lift regulatory barriers to market design affecting aggregators and prosumers participation 

¶ Alignment between grid needs and prosumers flexibility opportunities 

¶ Collective action, through democratic organizational forms such as energy communities, seems to allow for a 

sustained involvement of consumers and for a better interaction with the rest of the energy market stakeholders 

Game-changing technologies: 

¶ Smart devices deployment (controllable and communicative devices) and associated smart controllers ς 

such as Building Energy Management System (BEMS) and smart charging stations (V2X enabled) 

¶ Exchange platforms between all energy actors ς such as DSO-customer platform and VPP platforms (either 

for energy production/consumption, or for EV aggregation, etc.) 

¶ Combining EV station with energy storage 

¶ Digitalisation of assets ς deployment of IoT networks and platforms capable of managing data and exchange 

data with other platforms 

¶ Getting regulators on board ς developing real-world blockchain solutions so lawmakers and regulators have 

a strong, practical base to build on 

¶ Coming together to create a solution ς getting companies to cooperate in creating a common vision and 

agree on using/developing common platforms and standards 

Data Governance: 

¶ Whenever there is data exchange among different organisations data management rights and decisions 

should be distributed among the different roles that are part of the data space ecosystem 

¶ Define the roles of the participants in the data exchange and their business perspective regarding data 

ownership, data provision, and data consumption 

¶ To define the rights, duties, and responsibilities of using data ς Data Sovereignty. Data Providers should add 

metadata using a single Vocabulary, so the terms and conditions of data sovereignty are unambiguous. 
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4 System Use Cases for OneNet  

The objective of this chapter is to collect the Demo SUCs and to define the General OneNet SUCs, which will be used 

for the derivation of the FUR and NFR. In order to do so, the methodology used for the definition of the General 

OneNet SUCs is initially presented. Then, the SUCs derived by the OneNet demonstrators are presented in detail, 

along with the identified data exchanges and functionalities envisioned to be performed from the demonstrators by 

the OneNet system. Finally, the General OneNet SUCs are derived and reported properly.  

4.1 Methodology  

The methodology followed towards the definition of the OneNet General SUCs is depicted in Figure 4.1. 

 

Figure 4.1: Time plan of the actions conducted for the generation of the FUR and NFR for OneNet. 

Specifically, the actions conducted during the derivation of the OneNet FUR and NFR are the following ones: 

× Task 5.2 provided an initial conceptual reference architecture of the OneNet system of platforms, 

× Demonstrators provided T5.1 with the Demos SUCs using the IEC-625592 template [35] through 

multiple iterations. A collective approach was performed, through the organization of multiple 

workshops on a cluster level, and the presentation of the SUCs for the proper derivation and 

formulation of the SUCs. A first assessment of the SUCs that connect to the OneNet system of platforms 

was conducted, 
















































































































